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B #773
AnIT department is unaware of spreadsheets and databases that have been created by business end users to support their
respective operations Which of the following is the GREATEST risk in this situation?

A. End-user solutions may not be protected by IT general controls
B. End-user developed systems may duplicate data

C. End-user solutions may not have proper documentation

D. End-user developed systens may be mefficient

Ef#E: A

ZHMR #7714
What is the MAIN reason to use incremental backups?

¢ A To increase backup resiliency and redundancy
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e B. To minimize the backup time and resources
¢ C. To reduce costs associates with backups
¢ D. To improve key availability metrics

Ef&: B
R -
Explanation

Incremental backups are backups that only copy the data that has changed since the last backup, whether it was a full or incremental
backup. The main reason to use incremental backups is to minimize the backup time and resources, as they require less storage
space and network bandwidth than full backups. Incremental backups can also improve key availability metrics, such as recovery
point objective (RPO) and recovery time objective (RTO), but that is not their primary purpose. Reducing costs associated with
backups and increasing backup resiliency and redundancy are possible benefits of incremental backups, but they depend on other
factors, such as the backup frequency, retention policy, and media type. References: CISA Review Manual (Digital Version):
Chapter 5 - Information Systems Operations and Business Resilience

HM #775
‘Which of'the following is a dynamic analysis tool for the purpose of testing software modules?

A. Desk checking

B. Structured walk-through
C. Blackbox test

D. Design and code

Ef#: C

fERL:

Explanation/Reference:

Explanation:

A blackbox test is a dynamic analysis tool for testing software modules. During the testing of software modules a blackbox test
works first in a cohesive manner as one single unit/entity, consisting of numerous modules and second, with the user data that flows
across software modules. In some cases, this even drives the software behavior.

Incorrect answers:

In choices B, C and D, the software (design or code) remains static and somebody simply closely examines it by applying his/her
mind, without actually activating the software. Hence, these cannot be referred to as dynamic analysis tools.

B #776
An organization implements a data loss prevention tool as a control to mitigate the risk of sensitive data leaving the organization via
electronic mail. Which of the following would provide the BEST indication of adequate control design?

A. Management has formally approved the control design.

B. Security administrators can demonstrate the flnctions of the tool

C. Management presents evidence that data loss incidents have decreased.
D. Rules enforced by the tool were based on the classification of the data.

IEfE: D

HE #7177
An internet-based attack using password sniffing can:

A. be used to gain access to systens containing proprietary nformation.

B. result in major problens with billing systems and transaction processing agreements.
C. enable one party to act as if they are another party.

D. cause modification to the contents of certain transactions.

EfE: A



Password sniffing attacks can be used to gain access to systems on which proprietary information is stored. Spoofing attacks can be
used to enable one party to act as if they are another party.

Data modification attacks can be used to modify the contents of certain transactions. Repudiation of transactions can cause major
problens with billing systems and transaction processing agreements.

B #778
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