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FS BIG-IP Administration Support and Troubleshooting Sample Questions
(Q22-Q27):

NEW QUESTION # 22
‘Which menu should you use on the BIG-IP Configuration Utility to generate a QK View support file? (Choose one answer)

e A. System> Archive

e B. System> Support

e C. System> Configuration
e D. System> Logs

Answer: B

Explanation:

A QKView is the primary diagnostic file used by FS Support to analyze BIG-IP system health, configuration, performance, and logs.
It collects a wide range of data, including running configuration, license details, module provisioning, hardware status, logs, statistics,
and diagnostic command output. Generating a QK View is a standard first step when troubleshooting issues or opening a support
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case with F5.

In the BIG-IP Configuration Utility (GUI), the correct location to generate a QK View is System > Support (Option C). This menu is
specifically designed for support and troubleshooting activities. From this section, administrators can create QK View files, upload
themdirectly to F5 iHealth, or download them locally for later analysis or submission to F5 Support.

The other options are incorrect:

System > Configuration (Option A) is used for systemwide settings such as device name, NTP, and DNS.

System> Archive (Option B) is used to create UCS backups, not diagnostic QK Views.

System> Logs (Option D) is used to view and manage log files, not to generate support bundles.

This workflow is clearly documented in BIG-IP Administration and Support guides and is considered a best practice for efficient
troubleshooting and support engagemment.

NEW QUESTION # 23
Which two methods should the BIG-IP Administrator use to troubleshoot a pool member that has been marked DOWN by its
health monitor? (Choose two answers)

A. Review the BIG-IP routing table using netstat - to show all routes.
B. Enable monitor logging for the pool member that is DOWN.

C. Collect a TCPdump packet capture for the DOWN pool member.
D. Review the pool and pool-member statistics table for error data.

Answer: B,C

Explanation:

When a pool member is marked DOWN, it indicates that the configured health monitor is failing. The most effective troubleshooting
approach is to focus on the monitor behavior and the actual traffic between BIG-IP and the pool menber.

Enabling monitor logging (Option B) is a recommended first step. Monitor logging provides detailed information about why the health
check is failing, such as timeouts, connection refusals, incorrect responses, or unexpected status codes. This directly correlates with
BIG-IP troubleshooting best practices and allows administrators to confirm whether the failure is due to application behavior,
incorrect monitor configuration, or network reachability.

Collecting a TCPdump packet capture (Option D) is also a highly effective method. A packet capture allows the administrator to
verify whether the monitor probes are being sent, whether responses are received, and whether packets are being dropped, reset, or
malformed. This is especially valuable when diagnosing firewall issues, SSL problens, or application-level failures.

Reviewing pool statistics (Option C) is useful for general monitoring but does not explain why a health monitor is failing, Reviewing
the routing table (Option A) is typically unnecessary unless there is evidence of a broader routing issue affecting multiple destinations.

NEW QUESTION # 24
A BIG-IP Administrator needs to view the CPU utilization of a particular Virtual Server. Which section of the Configuration Utility
should the administrator use for this purpose?

A. S70tatistics > Module Statistics >71 Local Traffic > Virtual Addresses
B. Statistics > Module Statistics > Local Traffic > Virtual Servers

C. Statistics > Analytics > Process CPU Utilization

D. Statistics > Module Statistics > Traffic Summary

Answer: B

Explanation:

Monitoring granular resource utilization is essential when troubleshooting performance degradation for specific applications. While
global system stats show overall hardware health, they do not pinpoint which virtual server is overconsuming resources during traffic
spikes. To identify the specific application causing a high CPU load, the administrator should navigate to Statistics > Module
Statistics > Local Traffic > Virtual Servers7474. This section provides detailed metrics for each virtual server, including CPU cycles
used for traffic processing and iRule execution?5. Identifying a "top-talker" or a problematic virtual server allows the administrator to
take targeted action, such as optimizing an inefficient iRule, adjusting compression levels, or offloading the virtual server to a different
device group76. This targeted troubleshooting ensures that one high-demand virtual server does not negatively impact the
performance of other services running on the same BIG-IP hardware, maintaining overall system stability and resource availability

NEW QUESTION # 25



Which Virtual Server type prevents the use of a default pool?

A. Forwarding (IP)

B. Performance HTTP

C. Standard

D. Performance (Layer 4)

Answer: A

Explanation:

In BIG-IP TMOS administration, the "Forwarding (IP)" virtual server type is unique because it is designed to act as a high-
performance router rather than a typical load balancer. Unlike a "Standard" virtual server, which terminates a connection and directs
it to a specific pool of members, a Forwarding (IP) virtual server is intended to forward packets based on the systen's routing table.
Consequently, the configuration for this type of virtual server explicitly removes the option to associate a default pool. If an
administrator is troubleshooting a scenario where they cannot assign a pool to a virtual server, they must verify if the type was
accidentally set to Forwarding (IP). This type is most commonly used for outbound internet traffic (outbound SNAT) or to allow the
BIG-IP to serve as a gateway between internal subnets. Identifying this constraint is vital for troubleshooting configuration errors
where an administrator expects the system to load balance traffic but finds the pool association settings are grayed out or unavailable

in the Configuration Utility.

NEW QUESTION # 26

A BIG-IP Admmistrator configured the following virtual server to pass traffic on all addresses and ports. After configuration is
conpleted, the BIG-IP Administrator notices that the virtual server is unable to pass traffic.
Itm virtual forwarding_any vs {

destination 0.0.0.0:any

ip-forward

mask 255.255.255.255

profiles {

fastL4 {}

}

serverssl-use-sni disabled

source 0.0.0.0/0

translate-address disabled

translate-port disabled

Which part of the configuration is the cause of the issue? (Choose one answer)

e A Incorrect mask 255.255.255.255
¢ B. Incorrect destination configured
¢ C. Incorrect translate-address configured

Answer: A

Explanation:

This virtual server is intended to finction as a forwarding (IP-forwarding) virtual server, which is commonly used for routing or
firewall-style deployments where BIG-IP forwards traffic transparently without load balancing or address translation. For a
forwarding virtual server to match and pass all traffic, the destination must be configured as 0.0.0.0:any with a mask of0.0.0.0, not
255.255.255.255.

The configured mask 255.255.255.255 represents a /32 host mask, which restricts the virtual server to matching traffic destined only
for the exact IP address 0.0.0.0. Since 0.0.0.0 is not a valid routable destination for normal traffic, no packets will ever match the
virtual server, causing it to pass no traffic at all

This is a well-documented BIG-IP behavior:

destination 0.0.0.0:any

mask 0.0.0.0

together define a catch-all forwarding virtual server.

The destination itself (Option A) is correct for a forwarding VS, and disabling address translation (Option C) is expected and
required for IP-forwarding mode. Therefore, the incorrect subnet mask is the sole reason the virtual server is not functioning as
expected.
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