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Microsoft Security, Compliance, and Identity Fundamentals Sample
Questions (Q194-Q199):

NEW QUESTION # 194
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure
Active Directory (Azure AD)?

e A. Azre Ad Privileged Identity Management (PIM)
e B. Azure AD Connect
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¢ C. Active Directory Federation Services (AD FS)
e D. Azre Sentinel

Answer: B

Explanation:

In Microsoft's hybrid identity guidance, Azre AD Connect is the supported tool to bridge on-premises Active Directory Domain
Services (AD DS) with Azure Active Directory (Azure AD). Microsoft Learn describes it plainly: "Azure AD Connect is Microsoft's
tool for connecting on-premises directories to Azure AD." It "synchronizes user, group, and device objects" so cloud identities stay
aligned with on-premises accounts and attributes. Azre AD Connect also supports multiple sign-in methods: "password hash
synchronization, pass-through authentication, and federation integration." In other words, you can sync identities and choose how
users authenticate to Microsoft Entra ID (Azure AD).

By contrast, Active Directory Federation Services (AD FS) is a federation service used for clains-based authentication; it does not
perform directory synchronization. Azure Sentinel (now Microsoft Sentinel) is a cloud-native SIEM/SOAR and is unrelated to
identity sync. Privileged Identity Management (PIM) is an identity governance feature for just-in-time privileged access; it does not
synchronize identities. Therefore, in a hybrid identity model where the requirement is to sync identities between AD DS and Azre
AD, the correct Microsoft-endorsed solution is Azure AD Connect, which "keeps identities in sync between on-premises directories
and Azare AD."

NEW QUESTION # 195
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements

Azure Defender can detect vulnerabilities and threats for Azure Storage.

Cloud Security Posture Management(GSPM) is available for all Azure subscriptions.

Azure Security Center can eyaluate the security of workloads deployed to Azj.]r___e or dn-

premises.
Answer:
Explanation:
Answer Area C ¢ ] ) r
Statements\JB | IVIICI VOUI L ves No
i =
Azure Defender can detect vulnerabilities and threats for Azure Storage. | J' Q
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. I:O:l Q
Azure Security Center can evaluate the security of workloads deployed to Azure or on- :_O-; O
premises. =
Explanation:
Graphical user interface, text, application, email Description automatically generated
Answer Area n Lo
L Statements Yes No
Azure Defender can detect vulnerabilities and threats for Azure Storage. O O
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O (@]
Azure Security Center can evaluate the security of workloads deployed to Azure or on- ) )
premises.

Box 1: Yes

Aazure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases, containers, web
applications, your network, your storage, and more Box 2: Yes Cloud security posture management (CSPM) is available for free to
all Azure users.

Box 3: Yes



Azure Security Center is a unified infrastructure security management system that strengthens the security posture of your data
centers, and provides advanced threat protection across your hybrid workloads in the cloud - whether they're in Azure or not - as
well as on premises.

NEW QUESTION # 196
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Nao

Windows Hello for Business can use the Micresoft Authenliflag 30p as an authentication
method.

‘Windows Hello for Business can use a PIN god@as ih authentication method,

Windows Helle for Business authégtieation information syncs acrods all the devices
st nad I:I & udid

O
N Micresoft

=
. @ Microsaol

Windows Hello for Business can use the Microsoft Authepticator app as an suthentication
ethod

Windows Hello for Business can use a PN codasian authentication methad,

Windows Hello for Business authenticagssg Information syncs across all the devices
registered by & user

Answer Area .
’"""'"H Mfrosofte w

Windows Hello for Business can use the Micr ut i%tSr app as an authentication L
method.
Windows Hello for Business can use a FlN&@# authentication method. ®
Windows Hello for Business auth n information syncs across all the devices C ®
registered by a user \i

NEW QUESTION # 197

For each of'the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area 0(0
Statements ({\ .0 Yes No
Conditional access policies can use the dg‘&mte as a signal. O (@]
Conditional access policies appl]r b first-factor authentication is (@) Q
complete.
Conditional access policies E@gge m (o) (o)
(MFA) if a user attempts to atcess a spedific m w@ft

Answer:

Explanation:



Aswacireg 1 Microsoft

Statements Yes No
Conditional access policies can use the device state as a signal. O @)
Conditional access policies apply before first-factor authentication is @) @
complete.
Conditional access policiesean trigger multi-factor authentication E o)
(MFA) if a user attempts to.access a specific application.
Reference:
httpsz/docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
NEW QUESTION # 198
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes No
Compliance Manager tracks only customersmanaged controls. O @)
Compliance Manager provides predefined templates 9]
creating assessments. = Micros Oﬁ
Compliance Manager can help you asses whether data o] 0
adheres to specific data protection standards.
Answer:
Explanation:
Answer Area
Statements Yes No
Compliance Manager tracks only customer-managed controls. O 1O
Compliance Manager provides predefined templates for 1O | O
creating assessments. =
.- . | e
Compliance Maradbr cantelpgoliisses whether data ' Ol 0

adheres to soecific data protection standards.
Explanation:
Graphical user interface, text, application, email Description automatically generated
Answer Area
Statements Yes

Compliance Manager tracks only customer-managed controls. ©

Compliance Manager provides predefined templates for
creating assessments.

an help you asses whether data
i protection standards.

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls.

Box 2: Yes
Box 3: Yes




NEW QUESTION # 199
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