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Proofpoint Threat Protection Administrator Exam Sample Questions (Q13-
Q18):

NEW QUESTION # 13
‘Which Email Firewall features should be used together to mitigate directory harvest attacks?

A. Outbound Throttle

B. Dictionaries

C. SMTP Rate Control
D. Recipient Verification
E. Bounce Management

Answer: C,D

Explanation:

Directory harvest attacks try to discover valid recipient addresses by sending large numbers of SMTP recipient attempts and
observing which addresses are accepted or rejected. In Proofpoint's layered connection- level defenses, Recipient Verification and
SMTP Rate Control are the two features that work together most directly against this problem. Recipient Verification checks
whether the addressed mailbox is valid, while SMTP Rate Control helps detect and automatically block or throttle abusive SMTP
comnection behavior.

Proofpoint's published spam detection material describes connection-level analysis that includes recipient verification and Dynamic
Reputation, and then states that based on this analysis, SMTP rate control is used to automatically block or throttle malicious
comnections, providing strong protection against directory harvest and denial-of-service attacks. That pairing is exactly what makes
these two options the correct answer.

Outbound Throttle is aimed at controlling excessive outbound mail from accounts, not inbound recipient enumeration. Dictionaries
are content and pattern controls, not recipient-existence validation controls. Bounce Management deals with BATV-style handling of
backscatter, which is a different problem space. The Threat Protection Administrator course topic list also places SMTP Rate
Control and Recipient Verification together under the same operational area, reinforcing that they are complementary controls for
this class of attack. For a directory harvest scenario, these are the right two protections to deploy together.

NEW QUESTION # 14
What is the primary purpose of outbound mail filtering in Proofpoint?

A. To queue email messages until the recipient SMTP server is available

B. To prevent users from sending too many messages in a short time period
C. To encrypt all outbound emails based on policy routes

D. To ensure outbound emails are fiee from malware and spam

Answer: D

Explanation:

The correct answer is A. To ensure outbound emails are free from malware and spam . Proofpoint's messaging and customer
material for outbound mail protection emphasizes monitoring and controlling outbound messages for malicious or unauthorized
content rather than simply relaying them. One Proofpoint customer case specifically contrasts ordinary relaying services with
Proofpoint by noting that Proofpoint perforns security analysis on outgoing messages to monitor outbound email for malicious
content. That aligns directly with the course concept of outbound filtering as a security control, not merely a transport finction.
The other answer choices describe separate functions. Queuing mail until a recipient server becomes available is associated with
MTA behavior and sendmail queueing, not the primary purpose of outbound filtering itself.

Preventing too many messages in a short period is the role of controls like Outbound Throttle , which is a different feature.
Encrypting mail based on policy routes may be part of broader outbound mail handling, but it is not the mam purpose of outbound
filtering in this context. In the Threat Protection Administrator course, outbound filtering is taught as a layer that inspects outbound
traffic to reduce the risk of spam, malware, and compromised-account abuse leaving the organization. Therefore, the best answer is
to ensure outbound emails are fiee from malware and spam.

NEW QUESTION # 15
‘Which application do you use to update the SSO configuration for Federated Authentication for your Proofpoint Cloud Services,



including TAP, Cloud Admin, and NPRE?

A. Cloud Admin Portal

B. Unified Management Portal
C. User Management Portal
D. Cloud Security Dashboard

Answer: B

Explanation:

The correct answer is D. Unified Management Portal . Proofpoint's cloud administration guidance identifies the Unified Management
experience as the central place for identity and access administration across multiple Proofpoint cloud services. In the course
context, federated authentication for services such as TAP, Cloud Admin, and NPRE is managed through this unified cloud identity
layer rather than through one individual service portal.

This is an important distinction because cloud-service SSO settings are not necessarily managed inside each standalone product
interface. The Threat Protection Administrator course separates Protection Server-local authentication concepts from broader
cloud-service federation. TAP, Cloud Admin, and related cloud services rely on a centralized identity-management approach, which
is why the Unified Management Portal is the correct answer. The Cloud Admin Portal itself'is used for service administration, but it is
not the intended answer for where federated authentication configuration is updated across the broader Proofpoint cloud- service
set.

The other options do not align with the product role being tested. "Cloud Security Dashboard" is not the standard identity-
management answer here, and "User Management Portal” is not the expected course term for this specific cross-service federated-
authentication control point. Therefore, the course-aligned and verified answer is D. Unified Management Portal .

NEW QUESTION # 16
You need to use CTR to manually quarantine a suspicious email that has been delivered. What is the first step you should take?

A. Log into the mail server and manually delete the email as quickly as possible

B. Select the "Quarantine” option directly from the inbox

C. Forward the emmil as an attachment to an abuse mailbox for flrther investigation
D. Find the delivered message in Smart Search

Answer: D

Explanation:

The correct answer is D. Find the delivered message in Smart Search . In Proofpoint workflows, Smart Search is the investigation
entry point used to locate the exact delivered message before taking remediation actions such as manual quarantine or response
operations. The Threat Protection Administrator course consistently uses Smart Search as the place where administrators trace
messages, confirm final disposition, and then launch appropriate actions.

This makes sense operationally. Before an administrator can manually quarantine a delivered email in Cloud Threat Response, the
message must first be identified accurately. Smart Search provides the evidence record for that message, including recipients,
timestamps, and disposition details. From there, the administrator can proceed with the remediation workflow. Selecting
"Quarantine" directly from the inbox is not the tested administrative procedure in CTR, forwarding it to an abuse mailbox is a
different ntake workflow, and directly deleting from the mail server bypasses the structured nvestigation-and-response process
taught in the course.

In the Threat Response module, the course emphasizes disciplined investigation before action. That means finding the delivered
message in Smart Search first, then applying the appropriate containment step.

Therefore, the verified answer is D .

NEW QUESTION # 17
Which feature is commonly available to end users via the web interface?

A. Reading encrypted messages sent through PoD

B. Configuring rules to send messages to folders in their inbox
C. Viewing and releasing emails from the quarantine

D. Configuring brand identity colors and images for messages

Answer: C



Explanation:

The correct answer is A. Viewing and releasing emails from the quarantine . In Proofpoint's end-user experience, the End User Web
Interface is designed primarily to let users interact with quarantined mail and manage a limited set of personal message-handling
preferences. Proofpoint customer-facing material notes that users can manage quarantine settings and related sender preferences
themselves, which aligns directly with the ability to view and release quarantined messages.

This fits the Threat Protection Admmistrator course because the End User Web Interface is not ntended to fimction as a full
administrative console. End users are not expected to build inbox-routing logic there, customize corporate branding assets, or
administer platform-wide presentation elements. Those are administrative or separate product capabilities rather than a standard
end-user quarantine task. The course's Quarantine and End User Web sections emphasize that users can review messages held by
policy, determine whether a message appears legitimate, and request or performa release depending on how the environment is
configured. That is why quarantine visibility and release are the most common web-interface finctions associated with end users.
Although encrypted-message reading may exist in other Proofpoint experiences or adjacent products, that is not the core answer this
question is testing. The tested and course-aligned capability for the end-user web interface is viewing and releasing emails from
quarantine , making A the correct answer.

NEW QUESTION # 18
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