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HE #42

Strata Logging Service is configured to forward logs to an external syslog server; however, a month later, there is a disruption on the
syslog server.

Which action will send the missing logs to the external syslog server?

A. Delete the affected syslog server profile and create a new one.

B. Configure a replay profile with the affected time range and associate it with the affected syslog server profile.
C. Configure a log filter under the syslog server profile with the affected time range.

D. Export the logs from Strata Logging Service, and then manually import them to the syslog server.

IEf#: B
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TheStrata Logging Serviceallowslog replay, which enables resending logs that were not successfully forwarded to an external syslog
server due to disruptions. By configuring areplay profilewith the affected time range and associating it with thesyslog server profile,
Prisma Access will resend the missing logs, ensuring that all relevant data is restored in the external logging system. This approach is
the most efficient and automated way to recover missing logs.

HP #43
‘Which feature will fetch user and group information to verify whether a group from the Cloud Identity Engine is present on a security
processing node (SPN)?

e A User Activity Insights
e B. Prisma Access Locations

¢ (. Region Activity Insights
o D. SASE Health Dashboard

Ef#: D

A :

TheSASE Health Dashboardprovides visibility intouser and group synchronizationbetween theCloud Identity Engine and the Security
Processing Nodes (SPNs). It allows administrators to verifywhether a group from the Cloud Identity Engine is properly fetched and
available on the SPN for policy enforcement.

This feature helps in troubleshooting identity-based access control issues and ensures thatuser group mappings are correctly applied
within Prisma Access.

HH #44

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and
business-to- business (B2B) partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-
standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

Which two options will allow the engineer to support the requirements? (Choose two.)

A. Enable eBGP for dynamic routing and configure RemoteNetworks.

B. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
C. Enable Remote Networks Advertise Default Route.

D. Configure Remote Networks and define the branch IP subnets using Static Routes.

IEf#E: AL D

AR

Enabling eBGP for dynamic routing and configuring Remote Networks ensures seamless connectivity between branch locations,
mobile users, and the data center. eBGP allows Prisma Access to dynamically exchange routes with the Customer Premises
Equipment (CPE), optimizing path selection without requiring manual updates. Configuring Remote Networks and defining branch IP
subnets using static routes ensures controlled and segmented routing, aligning with security policies. This setup provides proper
mternet filtering, data center connectivity, and restricted access for B2B partners while keeping management responsibilities aligned.

B #45
In an Explicit Proxy deployment where no agent can be used on the endpoint, which authentication method is supported with mobile
users?

e A SAML
e B.ILDAP
e (. Kerberos



e D.SSO
EfE: A

R -

In anExplicit Proxy deploymentwhereno agentcan be used on the endpoint, SAML (Security Assertion Markup Language)is the
supported authentication method formobile users.SAMLallows authentication via anldentity Provider (IdP)without requiring an agent
on the endpoint, making it ideal for web-based authentication incloud and remote access environments. It enablesSingle Sign-On
(SSO)and secure authentication without direct integration withLDAP or Kerberos, which typically require an agent or local network
presence.

HMA #46
Which two configurations must be enabled to allow App Acceleration for SaaS applications? (Choose two.)

A. Forward Trust Certificate for the CA certificate
B. QoS for user traffic

C. Acceleration agent for the client machines

D. Trusted Root CA for the CA certificate

IEf#: A. D

A -

To enable App Acceleration for SaaS applications in Prisma Access, the following configurations must be enabled:

Trusted Root CA for the CA certificate ensures that Prisma Access can validate and trust the SaaS application's certificates,
allowing seamless inspection and acceleration of traffic without security warnings.

Forward Trust Certificate for the CA certificate enables SSL decryption for SaaS applications, allowing Prisma Access to optimize
traffic and apply acceleration techniques while maintaining security policies.
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