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Google Security Operations Engineer (Beta) Sample Questions (Q71-Q76):

NEW QUESTION # 71
A phishing campaign successfully convinces users to grant O Auth permissions to a malicious third-party application. Which control
failure MOST likely allowed this?

A. Missing email sandboxing

B. Lack of monitoring and restriction on OAuth consent grants
C. Weak endpoint protection

D. Missing antivirus signatures

Answer: B

NEW QUESTION # 72
You have been tasked with creating a YARA-L detection rule in Google Security Operations (SecOps). The rule should identify
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when an internal host initiates a network connection to an external IP address that the Applied Threat Intelligence Fusion Feed
associates with indicators attributed to a specific Advanced Persistent Threat 41 (APT41) threat group. You need to ensure that the
external [P address is flagged if it has a documented relationship to other APT41 indicators within the Fusion Feed. How should you
configure this YARA-L rule?

¢ A. Configure the rule to establish a join between the live network connection event and Fusion Feed data for the common
external IP address. Filter the joined Fusion Feed data for explicit associations with the APT41 threat group or related
indicators.

¢ B. Configure the rule to check whether the external IP address from the network connection event has a high confidence
score across any enabled threat intelligence feed.

¢ C. Configure the rule to detect outbound network connections to the external IP address. Create a Google SecOps SOAR
playbook that queries the Fusion Feed to determine if the IP address has an APT41 relationship.

¢ D. Configure the rule to trigger when the external IP address from the network connection event matches an entry in a
manually pre-curated reference list of all APT41-related IP addresses.

Answer: A

NEW QUESTION # 73
Your organization recently implemented Google Security Operations (SecOps). You need to create a solution that allows the
security team to monitor data ingestion into Google SecOps in real time. You also need to configure a solution that automatically

sends a notification if one of the data sources stops ingesting dat a. You need to minimize the cost of these configurations.
‘What should you do?

e A. Use Google SecOps SIEM dashboards to visualize the data ingestion and configure an alerting policy in Cloud Logging to
send a notification in case of failure.

¢ B. Create Looker dashboards to visualize the data ingestion, and configure an alerting policy in Cloud Monitoring to send a
notification in case of failure.

e C. Use Google SecOps SIEM dashboards to visualize the data ingestion, and configure an alerting policy in Cloud Monitoring
to send a notification in case of failure.

¢ D. Create Looker dashboards to visualize the data ingestion, and configure an alerting policy in Looker to send a notification
in case of failure.

Answer: C

NEW QUESTION # 74
You need to ingest audit logs from your organization's entire Google Cloud environment into Google Security Operations (SecOps).
This process must include Cloud NAT logs for workloads within a designated folder. You need to configure this ingestion while

minimizing integration complexity. You have already enabled Google Cloud data ingestion into Google SecOps. What should you do
next?

e A Create a custom filter to export the folder-level Cloud NAT logs.

¢ B. Create a custom filter to export the project-level Cloud NAT logs for each project in the environment folder.

¢ C. Configure an aggregated log sink at the folder level, and route the Cloud NAT logs to Pub/Sub. Enable the Pub/Sub
connector for Google SecOps.

e D. Configure an aggregated log sink at the organization level, and route the Cloud NAT logs to a Cloud Storage bucket.
Configure the Cloud Storage connector for Google SecOps.

Answer: C

NEW QUESTION # 75

Your organization uses Google Security Operations (SecOps). You need to identify the most commonly occurring processes and
applications across your organization's large number of servers so you can implement baselines and exclusion lists on a regular basis.
You want to use the most efficient approach. What should you do?

e A Generate a Google SecOps SIEM dashboard based on relevant UDM fields, such as processes, that provides the counts
for process names and files.
¢ B. Runa UDM search, and review aggregations for relevant process-related UDM fields.



¢ (. Review the Google SecOps SIEM Rules & Detections, and identify the most common processes appearing in alerts that
are marked as false positives.
e D. Use the UDM lookup feature to identify relevant process- related UDM fields and values.

Answer: B

NEW QUESTION # 76
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