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Google Cloud Certified - Professional Google Workspace Administrator
Sample Questions (Q59-Q64):
NEW QUESTION # 59 
Your organization needs an approval application for purchases where a user can enter information on the purchase required and then
submit it for management approval. You need to suggest a solution to create the application that must be available on both the web
and mobile devices. Your organization does not have software developers or the budget to hire a third party. What should you do?

A. Suggest that the organization develop an application internally with a database, a backend service for data retrieval, and a
frontend service for the application's user interface.
B. Suggest the organization use AppSheet to create the application.
C. Suggest that the organization use AppScript to create forms linked to a Google Sheet to store the purchase data.
D. Suggest that the organization continue to approve requests manually until budget is available to use a third-party application
provider.

Answer: B

Explanation:
AppSheet is a no-code platform that allows users to create custom applications without the need for software development skills. It
is capable of building applications that can be used both on the web and mobile devices.
AppSheet would allow the organization to create the approval application efficiently, meeting the requirements of the purchase
process, and would be a cost-effective solution that does not require hiring developers or using a third-party application provider.

NEW QUESTION # 60 
In the years prior to your organization moving to Google Workspace, it was relatively common practice for users to create consumer
Google accounts with their corporate email address (for example, to monitor Analytics, manage AdSense, and collaborate in Docs
with other partners who were on Google Workspace.) You were able to address active employees' use of consumer accounts
during the rollout, and you are now concerned about blocking former employees who could potentially still have access to those
services even though they don't have access to their corporate email account.
What should you do?

A. Provide a list of all active employees to the managers of your company's Analytics, AdSense, etc.
accounts, so they can clean up the respective access control lists.
B. Contact Google Enterprise Support to provide a list of all accounts on your domain(s) that access non-Google Workspace
Google services and have them blocked.
C. Provision former user accounts with Cloud Identity licenses, generate a new Google password, and place them in an OU
with all Google Workspace and Other Google Services disabled.
D. Use the Transfer Tool for Unmanaged Accounts to send requests to the former users to transfer their account to your
domain as a managed account.

Answer: D

Explanation:
* Access the Transfer Tool:
* In the Google Workspace Admin console, go to "Users" > "Transfer tool for unmanaged users".
* Identify Unmanaged Accounts:
* Use the tool to search for unmanaged accounts (consumer Google accounts) that have corporate email addresses.
* Send Transfer Requests:
* Send transfer requests to the identified unmanaged accounts, asking the former users to transfer their accounts to your managed
domain.
* Monitor and Complete Transfers:
* Monitor the transfer process and ensure that the accounts are successfully transferred.
* Verify that the transferred accounts are now managed under your Google Workspace domain, preventing unauthorized access to
services.
References
* Google Workspace Admin Help: Transfer tool for unmanaged users

NEW QUESTION # 61 



Users at your organization are reporting issues with Google Voice including disconnected calls and overall connection issues. You
want to identify whether these issues affect just your organization or whether it's a global Google issue What should you do?

A. Verify if there is a service outage for Google Voice reported on the Google Workspace Status Dashboard
B. Verify if there is a service interruption for Google Voice reported on the Google Workspace Updates Blog website
C. Use the Security Investigation Tool with Voice Log Events as the data source field In the search operator fields select
Event is and Network Statistics (client) Analyze the packet loss
D. Use the Security investigation Tool with User Log Events as the data source field In the search operator fields select Event
is and Call failed Analyze the packet loss

Answer: A

Explanation:
To identify whether the Google Voice issues are affecting just your organization or if it's a global issue, follow these steps:
* Check the Google Workspace Status Dashboard:
* Go to the Google Workspace Status Dashboard.
* Look for any reported outages or issues specifically for Google Voice.
* The status dashboard provides real-time information on service availability and any ongoing issues affecting Google Workspace
services.
References:
* Google Workspace Status Dashboard

NEW QUESTION # 62 
Your company has a globally distributed remote work team. You want to ensure all team members adhere to the company's data
security policies and only access authorized systems based on their location and role.
What should you do?

A. Implement two-factor authentication for all remote team members.
B. Configure access control policies with conditional access.
C. Create and enforce data loss prevention (DLP) rules to control data sharing.
D. Set up and mandate the use of a company-wide VPN for all remote access.

Answer: B

Explanation:
To ensure that a globally distributed remote work team adheres to data security policies and only accesses authorized systems based
on their location and role, you should configure access control policies with conditional access. Conditional access allows you to
define rules that grant or block access to resources based on various factors, including the user's location, the device they are using,
their role, and the application they are trying to access.
Here's why option D is the most comprehensive solution for the stated requirements and why the others address only parts of the
problem:
D). Configure access control policies with conditional access.
Conditional access is a security framework that evaluates multiple signals before granting access to resources.
By implementing conditional access policies, you can:Control access based on location: Restrict access to certain systems or data
based on the geographic location of the user.
Control access based on role: Ensure that only users with specific roles have access to certain applications or data.
Enforce device compliance: Require users to access resources only from company-managed or compliant devices.
Implement multi-factor authentication (MFA): Require additional verification steps based on the context of the access attempt.
Conditional access provides a granular and dynamic way to enforce security policies based on the specific context of each access
request, aligning with the goal of allowing access only to authorized systems based on location and role while maintaining data
security.
Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "Context-Aware Access" (which is Google's implementation of conditional access) explains how to set up policies
based on user attributes (like group membership/role), device security status, and network location. This documentation details how
to create access levels and assign them to applications based on specific conditions, ensuring that access is granted only when the
requirements are met.
A). Create and enforce data loss prevention (DLP) rules to control data sharing.
DLP rules are crucial for preventing sensitive data from being shared inappropriately. However, they primarily focus on controlling
what users can do with data after they have gained access. DLP does not, by itself, control who can access which systems based on
their location and role. It's a complementary security layer but not the primary solution for access control based on these factors.



Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on Data Loss Prevention (DLP) explains how to create rules to prevent the sharing of sensitive information. It focuses
on the content of the data and user actions related to sharing, not on controlling initial access based on location and role.
B). Set up and mandate the use of a company-wide VPN for all remote access.
A VPN (Virtual Private Network) can secure the connection between remote users and the company network by encrypting traffic
and potentially routing it through company-controlled servers. While it can enhance security and provide a consistent network origin,
it does not inherently control access based on the user's role or their geographic location (unless the VPN infrastructure is configured
to enforce such restrictions, which would be part of a broader access control strategy). Mandating a VPN is a good security
practice but doesn't fully address the need for role-based and location-aware access control.
Associate Google Workspace Administrator topics guides or documents reference: Documentation on VPNs and remote access
might be mentioned in the context of securing connections, but it's not the primary mechanism for implementing granular access
control based on user attributes and location within Google Workspace's administrative framework.
C). Implement two-factor authentication for all remote team members.
Two-factor authentication (2FA) adds an extra layer of security by requiring users to provide two forms of identification 1 before
gaining access. This significantly reduces the risk of unauthorized access 2 due to compromised passwords. While 2FA is a critical
security measure for remote teams, it doesn't, by itself, control which systems users can access based on their location and role. It
verifies the user's identity but not the context of their access attempt in terms of location or role-based authorization.
Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help strongly
recommends enabling 2-Step Verification (Google's implementation of 2FA) for enhanced security. However, it is primarily focused
on user authentication, not on contextual access control based on location and role.
Therefore, the most comprehensive solution to ensure adherence to data security policies and control access based on location and
role for a globally distributed remote work team is to configure access control policies with conditional access. This framework
allows for the creation of context-aware rules that take into account various factors to determine whether to grant or block access to
resources.

NEW QUESTION # 63 
You work at a large global holding firm with multiple companies that are united under one Google Workspace deployment. You
must ensure that employees can only access documents at the company in which they are employed. What should you do?

A. Create a User group for each company and change Google Drive sharing settings to block external sharing.
B. Set up data loss prevention (DLP) rules to prevent specific documents from being shared.
C. Create an organizational unit (OU) for each company and disable file sharing.
D. Set up Google Drive trust rules to prevent access to documents from individual companies.

Answer: D

NEW QUESTION # 64
......
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