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EC-COUNCIL 312-49v11 Exam Syllabus Topics:

Topic Details

Topic 1
Malware Forensics: This domain addresses malware investigation including controlled lab setup, static
analysis, system and network behavior analysis, suspicious document examination, and ransomware
investigation techniques.

Topic 2
Computer Forensics Investigation Process: This domain addresses the structured investigation phases
including first response procedures, lab setup, evidence preservation, data acquisition, case analysis,
documentation, reporting, and expert witness testimony.

Topic 3
Email and Social Media Forensics: This domain addresses email crime investigation including message
analysis, U.S. email laws, social media activity tracking, footage extraction, and social network graph
analysis.

Topic 4
Network Forensics: This domain covers network incident investigation through traffic and log analysis,
event correlation, indicators of compromise identification, SIEM usage, and wireless network attack
detection and examination.

Topic 5
Understanding Hard Disks and File Systems: This domain covers storage media characteristics, disk logical
structures, operating system boot processes (Windows, Linux, macOS), file systems analysis, encoding
standards, and examination of common file formats.

Topic 6
Windows Forensics: This domain covers Windows-specific investigation techniques including volatile and
non-volatile data collection, memory and registry analysis, web browser forensics, metadata examination,
and analysis of Windows artifacts like ShellBags, LNK files, and event logs.

Topic 7
Linux and Mac Forensics: This domain addresses forensic methodologies for Linux and macOS systems
including data collection, memory forensics, log analysis, APFS examination, and platform-specific
investigation tools.

Topic 8
Data Acquisition and Duplication: This domain addresses live and dead acquisition techniques, eDiscovery
methodologies, data acquisition formats, validation procedures, write protection, and forensic image
preparation for examination.

Topic 9
Defeating Anti-Forensics Techniques: This domain teaches methods to overcome evidence hiding
techniques including data recovery, file carving, partition recovery, password cracking, steganography
detection, encryption handling, and program unpacking.

EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q297-Q302):
NEW QUESTION # 297 
Which of the following commands shows you all of the network services running on Windows- based servers?

A. Net start
B. Net use
C. Net share
D. Net Session

Answer: A

NEW QUESTION # 298 
Recently, an Internal web app that a government agency utilizes has become unresponsive, Betty, a network engineer for the
government agency, has been tasked to determine the cause of the web application's unresponsiveness. Betty launches Wlreshark
and begins capturing the traffic on the local network. While analyzing the results, Betty noticed that a syn flood attack was underway.
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How did Betty know a syn flood attack was occurring?

A. Wireshark capture shows multiple SYN requests and ACK responses from single/multiple IP address(es)
B. Wireshark capture does not show anything unusual and the issue is related to the web application
C. Wireshark capture shows multiple ACK requests and SYN responses from single/multiple IP address(es)
D. Wireshark capture shows multiple SYN requests and RST responses from single/multiple IP address(es)

Answer: D

NEW QUESTION # 299 
What operating system would respond to the following command?
C:\> nmap -sW 10.10.145.65

A. FreeBSD
B. Mac OS X
C. Windows 95
D. Windows XP

Answer: A

NEW QUESTION # 300 
During an insider data theft investigation at a software company in San Jose, California, a forensic examiner must select the most
appropriate data acquisition format to ensure broad compatibility with analysis tools while avoiding compression and metadata
overhead. What format should be chosen by the examiner?

A. AFF format
B. Raw format
C. AFF4 format
D. Proprietary format

Answer: B

Explanation:
The correct answer is A because raw format is the most straightforward acquisition format when the priority is maximum
compatibility and minimum format-related overhead. In CHFI v11, candidates are expected to understand acquisition formats and
choose the one that best fits the investigation. A raw image is essentially a direct bit-for-bit copy of the data without added container
features such as embedded metadata structures or compression layers. That simplicity makes it widely supported across forensic
tools and platforms. By contrast, AFF and AFF4 were designed to add features such as metadata support, segmentation, and
optional compression, which can be useful in many cases but do introduce additional format overhead. Proprietary formats may also
include useful features, yet they can limit interoperability depending on the tool ecosystem.
The scenario specifically asks for a format that avoids compression and metadata overhead while remaining broadly compatible,
which points directly to raw format. In CHFI-style reasoning, when a question emphasizes universality, simplicity, and minimal
encapsulation, raw is the strongest answer because it preserves the evidence in the most tool-neutral and uncomplicated image
representation.

NEW QUESTION # 301 
Which forensic investigating concept trails the whole incident from how the attack began to how the victim was affected?

A. Thorough
B. Point-to-point
C. End-to-end
D. Complete event analysis

Answer: C

NEW QUESTION # 302
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