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¢ Object Configuration Creation and Application: This section of the exam measures the skills of Network
Security Analysts and covers the creation, configuration, and application of objects used across security
environments. It focuses on building and applying various security profiles, decryption profiles, custom
| objects, external dynamic lists, and log forwarding profiles. Candidates are expected to understand how
data security, IoT security, DoS protection, and SD-WAN profiles integrate into firewall operations. The
objective of this domain is to ensure analysts can configure the foundational elements required to protect
and optimize network security using Strata Cloud Manager.

¢ Policy Creation and Application: This section of the exam measures the abilities of Firewall Administrators
and focuses on creating and applying different types of policies essential to secure and manage traffic. The
domain includes security policies incorporating App-ID, User-ID, and Content-1D, as well as NAT,
FE2 decryption, application override, and policy-based forwarding policies. It also covers SD-WAN routing
and SLA policies that influence how traffic flows across distributed environments. The section ensures
professionals can design and implement policy structures that support secure, efficient network operations.

¢ Troubleshooting: This section of the exam measures the skills of Technical Support Analysts and covers the
identification and resolution of configuration and operational issues. It includes troubleshooting

T3 misconfigurations, runtime errors, commit and push issues, device health concerns, and resource usage

problems. This domain ensures candidates can analyze failures across management systems and on-device

functions, enabling them to maintain a stable and reliable security infrastructure.

¢ Management and Operations: This section of the exam measures the skills of Security Operations
Professionals and covers the use of centralized management tools to maintain and monitor firewall
environments. It focuses on Strata Cloud Manager, folders, snippets, automations, variables, and logging
T4 services. Candidates are also tested on using Command Center, Activity Insights, Policy Optimizer, Log
Viewer, and incident-handling tools to analyze security data and improve the organization overall security
posture. The goal is to validate competence in managing day-to-day firewall operations and responding to
alerts effectively.
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PR #321

A security analyst is developing an automated threat hunting script using the Strata Logging Service API. The script ains to identify
suspicious file downloads (executables, scripts) fromunapproved or unknown websites. The desired output is a list of sessions
including the user, source IP, destination URL, and the WildFire verdict. Assuming a Python script is used, which API endpoint(s)
and minimum set of query parameters are necessary to achieve this efficiently, and what should be the primary filter criteria in the
query?

o A

¢ B. API Endpoint: /log/threat and /log/url. Parameters: Separate queries for each, then manual correlation for 'file_type' and
'wildfire_verdict' from threat logs, and 'url category' from URL logs.

e C.

e D

e E

ER: C
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The most efficient way to achieve this using Strata Logging Service is to query the combined 'data-lake' endpoint (which is the
modern way to query all logs). The query should target 'wildfire.logs' which contain specific information about file analysis, ncluding
and 'verdict'. Including 'url category eq 'unknown" directly in the query is crucial for identifying downloads from
unapproved/unknown sites. While 'threat' logs might have some WildFire info, 'wildfire.logs' are dedicated to this purpose and
provide more detailed file analysis fields directly.

il RE #322

An administrator wants to enable access to www.paloaltonetworks.com while denying access to all other sites in the same category.
‘Which object should the administrator create to use as a match condition for the security policy rule that allows access to
www.paloaltonetworks.com?

A. Application group
B. Service

C. URL category

D. Address ab

ER: C
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A URL category object is the object that the admnistrator should create to use as a match condition for the security policy rule that
allows access to www.paloaltonetworks.com while denying access to all other sites in the same category. A URL category object
allows the admmistrator to define a custom list of URLs that belong to a specific category, such as Business and Economy. The
admmistrator can then use this object in a security policy rule to allow or deny access to the URLs based on the categoryl. For
example, the admmistrator can create a URL category object that contains www.paloaltonetworks.comand assign it to the Business
and Economy category. Then, the administrator can create a security policy rule that allows access to this URL category object and
denies access to the predefined Business and Economy category?. Reference: Create a Custom URL Category, Create a Security
Policy Rule to Allow or Deny Access to a Custom URL Category, Certifications - Palo Alto Networks, Palo Alto Networks
Certified Network Security Administrator (PAN-OS 10.0) or [Palo Alto Networks Certified Network Security Administrator
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(PAN-OS 10.0)].

il RE #323
‘Which type of address object is www.paloaltonetworks.com?

A. IP netmask

B. IP range

C. FQDN

D. named address

BER: C

i RE #324
‘Which security profile will provide the best protection against ICMP floods, based on individual combinations of a packet's source
and destmnation IP address?

A. URL filtering
B. DoS protection
C. packet buffering

D. anti-spyware
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FiRE #325
Based on the graphic which statement accurately describes the output shown in the server monitoring panel?

A. The host lab-client has been found by a domain controller.

B. The User-1D agent is connected to a domain controller labeled lab-client.
C. The host lab-client has been found by the User-1D agent.

D. The User-1ID agent is connected to the firewall labeled lab-client.

EX: B
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