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An integration developer is developing an HR synchronization app for a client. The app synchronizes Salesforce record data changes
with an HR system that's external to Salesforce. What should the integration architect recommend to ensure notifications are stored
for up to 3 days if data replication fails?

¢ A. Outbound Message
e B. Callouts
¢ (. Change Data Capture

ER:. C
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For HR synchronization requiring high reliability and a multi-day data retention window, Change Data Capture (CDC) is the optimal
architectural choice.12 CDC is an event-driven integration framework that automatically pubI3ishes change events for Sale4sforce
records (Create, Update, Delete, and Undelete). A critical feature of CDC for failure recovery is its 72-hour (3-day) retention
window. If'the external HR system or the replication middleware experience downtime, the change events remain stored in the
Salesforce event bus for up to three days. Once the HR system is back online, the subscriber can use the Replay ID of the last
successfully processed event to retrieve all missed notifications from the bus, ensuring zero data loss during the outage.

In contrast, Outbound Messaging (Option B) only provides a 24-hour retry window. If the target system is unavailable for more than
one day, the notifications are dropped, making it unsuitable for a 3-day requirement. Callouts (Option C) are typically synchronous
and do not have native, platform-managed storage or retry mechanisms for failed requests; once a callout fails, the data is lost unless
a custom retry architecture is built. CDC's native, durable event bus provides the necessary scalability and resilience for critical HR
data synchronization without requiring complex custom code for error handling and data recovery.
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A company that is a leading provider of courses and training delivers courses using third-party trainers. The trainer for the company
has to be verified by 10 different training accreditation verification agencies before providing training for the company. Each training
accreditation agency has its own response time, which means it could take days to confirma trainer. The company decided to
automate the trainer accreditation verification process by integrating it with the agency's web servicels. What is the recommended
approach to automa2te this process?3456

o A Use middleware to handl7e the callout to the 10 different verific8ation services; the middleware will handle the business
logic of con9solidating the verification resul Olt from the 10 services. Then, make a call-in to Salesforce and update the
verification status to "verified".

e B. Make an Apex callout using (@future annotation to make the callout to all different agencies.

e C. Use Salesforce External Service to make the callout; Salesforce External Service should check the verification agencies
until the result is verified. Then, update the trainer status to "verified".

EE: A
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In this scenario, the primary architectural challenge is managing high-latency, multi-step orchestration involving 10 disparate external
systers. Each agency has a varying response time that can span several days, making a synchronous "Request-Reply" pattern within
Salesforce technically impossible due to transaction timeout limits (maximum 120 seconds).

The recommended approach is to leverage Middleware as the orchestration and state-management layer. Middleware (such as an
ESB or iPaaS) is specifically designed for Process Choreography. Salesforce initiates a single "Fire and Forget" request to the
middleware. The middleware then takes responsibility for:

Sequential or Parallel Callouts: Initiating the requests to all 10 verification agencies.

Callback Management: Handling the asynchronous responses from each agency as they arrive over a period of days.

Ageregation Logic: Consolidating the results and determining when the "Business Process" is complete (e.g,, all 10 agencies have
approved).

Once the consolidation logic is satisfied, the middleware performs a Remote Call-In to the Salesforce REST API to update the
trainer's record. This pattern keeps Salesforce "clean” by moving complex, long-running orchestration logic off-platform, preventing
the consumption of excessive Apex CPU time and ensuring that Salesforce only receives a single, final status update.

Option B (External Services) is unsuitable for a multi-day asynchronous process as it is designed for real-time, synchronous Flow
actions. Option C (@future) is restricted by the same 120-second timeout and cannot handle the "waiting" state required for days of
verification. Using middleware provides the necessary Quality of Service (QoS), durability, and error handling required for such a
critical enterprise compliance process.
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Universal Containers (UC) is currently managing a custom monolithic web service that runs on an on-premise server. This monolithic
web service is responsible for Point-to-Point (P2P) integrations between Salesforce and a legacy billing application, a cloud-based
ERP, and a data lake. UC has found that the tight interdependencies are causing failures. What should an integration architect
recommend to decouple the systens and improve performance?

¢ A. Move the custom monolithic web service from on-premise to a cloud provider.
¢ B. Use the Salesforce Bulk API when integrating back into Salesforce.
¢ (. Leverage modular design by breaking up the web service into smaller pieces for a microservice architecture.
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The primary architectural flaw in UC's current landscape is the reliance on a monolithic P2P integration layer. In such designs, any
failure in one integration thread or a surge in volume for one system can monopolize resources (CPU, memory, threads), causing the
entire service-and thus all other integrations-to fail. This lack of isolation leads to the "tight interdependencies" described.

To effectively decouple these systens, the architect should recommend a Microservices Architecture. By breaking the monolithic
service into smaller, independent, and modular components, each integration (Billing, ERP, Data Lake) becomes its own isolated
service. This approach provides several key architectural benefits:

Isolation of Failure: If the connection to the legacy billing application fails or times out, it no longer impacts the ERP or Data Lake
integrations.

Independent Scalability: If the Data Lake integration requires high throughput, that specific microservice can be scaled horizontally
without wasting resources on the others.

Technology Agility: Each microservice can be updated or patched independently, allowing for faster maintenance cycles.
Furthermore, moving a "monolithic" service to the cloud (Option B) is simply a "lift and shift" that preserves the underlying fragility.
While the Bulk API (Option A) is excellent for high-volume data loading, it does not solve the findamental problem of system
mterdependency and orchestration failure. Transitioning to a modular, service-oriented design allows UC to implement modern
mtegration patterns, such as asynchronous queung between the microservices, which significantly improves the overall resilience and
performance of the Salesforce-to-back-office landscape.
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Northern Trail Outfitters (NTO) has recently changed its Corporate Security Guidelines requiring all cloud applications to pass
through a secure firewall before accessing on-premise resources. NTO is evaluating middleware solutions. Which consideration
should an integration architect evaluate before choosing a middleware solution?

e A. The middleware solution is capable of establishing a secure API Gateway between cloud applications and on-premise
resources.

¢ B. The middleware solution is able to interface directly with databases via an Open Database Connectivity (ODBC)
connection string,

¢ (. The middleware solution enforces the OAuth security protocol.
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When corporate guidelines mandate a firewall-protected entry point for cloud traffic, the middleware architecture must include a
component capable of residing in a Demillitarized Zone (DMZ) or perimeter network. The architect must evaluate the solution's API
Gateway capabilities.

A secure API Gateway acts as the intermediary that terminates external (cloud) TLS connections and inspects incoming traffic
before proxying it to internal systens. It allows the security team to implement:

[P Whitelisting: Ensuring only Salesforce's IP ranges can access the gateway.

Mutual Authentication: Using certificates to verify that the request is genuinely coming from the Salesforce org,

Rate Limiting: Protecting on-premise resources from being overwhelmed by cloud requests.

Option A (OAuth) is an authorization framework and does not satisfy the network-level firewall requirement on its own. Option B
(ODBC) is an internal database protocol that should generally never be exposed to a cloud-facing firewall due to security risks. By
prioritizing a solution with a hardened API Gateway, the architect ensures that NTO meets its new security mandates while providing
a scalable and secure bridge for Salesforce to access back-office services.

P RE #114
Northern Trail Outfitters (NTO) wants to improve the quality of callouts from Salesforce to its REST APIs by requiring all API
clients to adhere to RAML (REST API Markup Language) specifications. The RAML specs serve as interface contracts. Which



design specification should the integration architect include in the integration architecture to ensure that Apex REST API Clients' unit
tests confirm adherence to the RAML specs?

¢ A Call the HttpCalloutMock implementation from the Apex REST API Clients.
¢ B. Require the Apex REST API Clients to implement the HitpCalloutMock.
¢ C. Implement HttpCalloutMock to return responses per RAML specification.

ER:. C
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In a contract-first integration approach using RAML, the specification acts as the single source of truth for request and response
structures. Since Salesforce unit tests are prohibited from performing actual network callouts, the HttpCalloutMock interface must
be used to simulate external API behavior.

To ensure unit tests truly confirm adherence to the RAML contract, the architect must mandate that the mock implementation
specifically returns responses formatted per the RAML specification. This means the mock's JSON or XML body, headers, and
HTTP status codes (e.g., 200 OK, 400 Bad Request) must exactly match the "interface contract” defined in the RAML file.

By strictly aligning the mock with the RAML spec, developers ensure that the Apex client's parsing logic (e.g., JSON.deserialize())
is tested against the agreed-upon data model. Ifthe external service later changes its schema in a way that deviates from the RAML,
the unit tests-which are based on that contract-will help identify where the Apex code might fail. Options B and C are technically
incorrect: the client does not "call" or "implement" the mock; rather, the test runtime provides the mock instance to the client via
Test.setMock().
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