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HM #76
Which tools are essential for performing static analysis on .NET malware? (Choose Two)

A. Wireshark
B. ILSpy

C. dnSpy

D. OllyDbg

Ef#: B. C

A #77
What aspect of a file is NOT typically considered during static analysis?
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A. The file's interaction with the operating system when executed
B. The file's hash value

C. The embedded resources within the file

D. The presence of digital signatures

F
B

: A

HM #78
What is the purpose of analyzing embedded scripts in a PDF file?

A. To enhance the visual presentation of the PDF
B. To improve the compression of the PDF file
C. To correct typos in the PDF text

D. To identify potentially malicious code

Ef#: D

B #79
A malware modifies the Import Address Table of a process at runtime. Which technique is being used?

A. Heap pivoting

B. IAT hooking

C. Export redirection
D. DLL injection

Ef#: B

HM #80
What is the main purpose of using the SetWindowsHookEx finction in malware?

A. To allocate memory within a process

B. To conpress data

C. To mtercept and monitor system messages or events
D. To generate cryptographic keys

EfE: C
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