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Fortinet NSE6_OTS_AR-7.6 Exam Syllabus Topics:

Topic Details

o Network security: Explains how to apply security inspections specifically for industrial protocols and
implement virtual patching to protect vulnerable systers. It also includes configuring automation to enhance
threat response and operational efficiency.

Topic 1

¢ Asset management: Covers understanding OT standards and how Fortinet aligns with compliance
requirements in industrial environments. It also includes using the Fortinet Security Fabric to manage assets

Topic 2
ope and implementing device detection using FortiGate and FortiNAC.

¢ Monitoring and risk assessment: Covers creating event handlers in FortiAnalyzer to monitor network
activity and detect threats. It also includes performing risk assessments and analyzing security reports to

Topic 3 o
support ongoing risk management.

¢ Network access control: Focuses on OT Ethernet findamentals and designing secure network
segmentation strategies. It also includes configuring authentication methods to control and verify access to

Topic 4
opie the OT network.
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Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q63-Q68):

NEW QUESTION # 63

Refer to the exhibit. You are creating a new operational technology (OT) rule to monitor Modbus protocol traffic on FortiSTEM.
Which action must you take to ensure that all Modbus messages on the network match the rule?
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Answer: A
Explanation:

A. Inthe Aggregate section, set the attribute value to equal to or greater than 0.
B. The condition on the SubPattern filter must use the AND logical operator.
C. Add a new condition to filter Modbus traffic based on the source TCP/UDP port.

D. In the Group By section, remove all attributes that are not configured in the Filter section.

The current Aggregate condition is set to COUNT(Matched Events) >= 1, which only triggers the rule after at least one event. To
ensure all Modbus messages (including the first one) match the rule, the condition must be >= 0, so every event is considered,

including the very first occurrence.

NEW QUESTION # 64

Refer to the exhibit. Based on the Purdue model, which three measures can be implemented in the control area zone using the

Fortinet Security Fabric? (Choose three.)

Control Area
Zones 2

1

Levels 0

Basic

Physical

Supervisory Control
Supervisory Control Network

Process Control
Local Area Network

Physical Plant Floor
Instrument Bus Network

e A FortiSIEM for security incident and event management



B. FortiNAC for network access control

C. FortiGate for application control and intrusion prevention system (IPS)
D. FortiEDR for endpoint detection

E. FortiGate for SD-WAN

Answer: B,C,D

Explanation:

FortiGate for application control and intrusion prevention system (IPS): In the control area zones, FortiGate can provide critical
security measures such as application control and intrusion prevention. This helps detect and prevent unauthorized activities and
threats targeting the OT network.

FortiNAC for network access control: FortiNAC can be used to enforce network access policies, ensuring that only authorized
devices and users can access specific zones within the control area, thereby reducing the risk of unauthorized access or breaches.
FortiSIEM for security incident and event management: FortiSIEM provides centralized monitoring and analysis of security incidents
and events across the OT environment. It helps to identify potential threats, improve visibility, and ensure quick responses to security
meidents.

NEW QUESTION # 65

An OT customer is using multiple FortiGate devices in their network to implement two-factor authentication with hardware
FortiTokens. A supervisor is carrying multiple FortiTokens to be used when logging in to a critical server behind different FortiGate
devices.

As an OT network architect, which approach must you take in order to assign one token per user and still use two-factor
authentication on multiple FortiGate devices?

¢ A Provision the Edge-FortiGate device with all the FortiTokens and configure it as a remote authentication server on other
FortiGate devices.

¢ B. Configure FSSO-based two-factor authentication.

e C. Implement FortiAuthenticator with FortiTokens provisioned for each user, and configure FortiAuthenticator as remote
authentication server on all FortiGate devices in the OT network.

e D. Implement a FortiManager and manage all FortiGate devices in the OT network to share the FortiTokens database.

Answer: C

NEW QUESTION # 66
Refer to the exhibit.



Partial Application Sensor profile

A partial Application Sensor profile is shown. When you apply this profile in firewall policy, which two statements are correct?
(Choose two answers)

A. Alogis provided for each Modbus read holding registers command.
B. Al OT protocols are monitored.

C. OT signatures are enabled.

D. Modbus write commands are blocked.

Answer: C,D

Explanation:

The correct answers are A and C. The study guide explains that "You can use application control signatures to detect OT protocols”
and that application control provides "granular message type identification.” In the exhibit, the Operational Technology application
category is included in the Application Sensor profile, so OT application signatures are enabled in this profile.

Option C is also correct because the override table shows Modbus Read.Holding Registers = Allow and Modbus = Block. The
study guide states that you can use specific granular application control signatures to allow a specific Modbus command and block
all others, and it also shows that application control can identify read and write commands separately at message level. Therefore,
Modbus write commands are blocked by this profile.

Option B 1s incorrect because the profile is not simply monitoring all OT protocols; it contains a Block action for Modbus. Option D
is incorrect because the study guide links OT protocol visibility specifically to the monitor status, while in the exhibit
Modbus_Read.Holding Registers is set to Allow, not Monitor.

NEW QUESTION # 67
Refer to the exhibit. A Virtual Patching profile is shown.



Virtual Patching profile
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You have recently updated your SCADAsystem and would like to apply the SCADA virtual patching profile.
Which two statements about this profile are correct? (Choose two answers)

A. Only the vulnerability Schneider. Electric. ClearSCADA.HTTP.Interface. XSS is still present.

B. This profile blocks critical severity signatures for all the devices.

C. Low severity signatures are not blocked for the device with the MAC address 12:12:12:12:12.
D. The device with the MAC address 11:11:11:11:11 is considered to have no vulnerabilities.

Answer: B,C

NEW QUESTION # 68
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