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Topic 1

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

Topic 2
Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.

Topic 3

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

Ping Identity Certified Professional - PingAccess Sample Questions (Q54-
Q59):
NEW QUESTION # 54 
A company has removed the requirement to record back-channel requests from PingAccess to PingFederate in the audit log.
Where should the administrator update this behavior without affecting existing applications?

A. Token Provider
B. Sites
C. Token Validation
D. Web Sessions

Answer: C

Explanation:
PingAccess can be configured to log or suppress back-channel requests that occur duringtoken validation with an OAuth/OpenID
Connect provider such as PingFederate. These requests happen when PingAccess calls PingFederate to validate access tokens or
retrieve key material.
* Exact Extract from PingAccess documentation:
"Back-channel requests are logged during token validation by default. To prevent these requests from being written to the audit log,
update theToken Validationsettings in PingAccess." This makesToken Validationthe correct location for changing the behavior
without modifying application- specific configurations.
Why other options are wrong:
* B. Web Sessions
* Incorrect. Web Sessions control user session management and cookie handling, not back-channel token validation traffic.
* C. Sites
* Incorrect. Sites are the definitions of backend servers that PingAccess proxies to. This setting does not affect back-channel logging
to PingFederate.
* D. Token Provider
* Incorrect. The Token Provider defines the OIDC/OAuth server (e.g., PingFederate) and its endpoints, but the logging of back-
channel requests is not controlled here.
Thus, the correct answer isA. Token Validation.
Reference:PingAccess Administration Guide-Managing Token Validationsection.

NEW QUESTION # 55 
An application requires MFA for URLs that are considered high risk. Which action should the administrator take to meet this
requirement?

A. Apply an Authentication Requirements rule to the resource.
B. Apply an HTTP Request Parameter rule to the resource.
C. Create an Authentication Requirement named MFA_Required.
D. Apply a Web Session Attribute rule to the resource.



Answer: A

Explanation:
PingAccess allows fine-grained authentication enforcement by applyingAuthentication Requirement rulesat the resource level. These
rules can invoke MFA flows based on request context or policy.
Exact Extract:
"Authentication requirement rules determine whether PingAccess challenges a user to authenticate again (for example, with MFA)
before allowing access to a protected resource."
* Option Ais incomplete. Creating a requirement does nothing unless it is applied.
* Option Bis correct because applying the Authentication Requirement rule to thespecific resource (URL)enforces MFA only for
that resource.
* Option Cis incorrect; Web Session Attribute rules are about evaluating existing session attributes, not triggering MFA.
* Option Dis incorrect; HTTP Request Parameter rules are used to evaluate request data, not enforce MFA policies.
Reference:PingAccess Administration Guide -Authentication Requirements

NEW QUESTION # 56 
A financial application should be prompted for step-up authentication on a URL that allows money transfers.
A previous administrator configured rules to be applied on the required application URL. Users are not prompted for step-up
authentication when accessing the/sranafemmeneyURL endpoint.
Which two actions should the administrator take? (Choose 2 answers.)

A. Verify that an authentication requirement rule is applied to the application to see if a user has met the required
authentication context
B. Verify that a rejection handler rule exists and is applied to the application to see if a user has met the required
authentication context
C. Make sure that the existing rule's token validation contains the appropriate minimum authentication requirements
D. Create a new identity mapping containing authentication context values and add the mapping to the existing rule
E. Make sure that the existing rule's authentication requirements contain the appropriate minimum authentication requirements

Answer: A,E

Explanation:
Step-up authentication in PingAccess is enforced throughAuthentication Requirement Rules. If users are not prompted, the likely
issues are:
* The rule is missing from the application/resource.
* The rule's minimum authentication context does not include MFA.
Exact Extract:
"Authentication requirement rules determine whether PingAccess will challenge a user with additional authentication (such as MFA).
Ensure that the rule is applied to the resource and that the authentication context is set correctly."
* Option Ais incorrect - rejection handlers define error handling, not MFA enforcement.
* Option Bis correct - verify the authentication requirement rule is applied.
* Option Cis correct - ensure the rule contains the right MFA requirements.
* Option Dis incorrect - identity mappings do not enforce step-up authentication.
* Option Eis incorrect - token validation rules check validity, not MFA levels.
Reference:PingAccess Administration Guide -Authentication Requirements

NEW QUESTION # 57 
An administrator must protect a configuration by changing the default key. Which script can be used to meet this goal?

A. memoryoptions.bat
B. obfuscate.bat
C. run.bat
D. db-passwd-rotate.bat

Answer: B

Explanation:
PingAccess usesobfuscated keysto secure sensitive configuration values (like passwords). Theobfuscate.bat (Windows)
orobfuscate.sh(Linux) script is used to generate a new key and protect sensitive data.



Exact Extract:
"Useobfuscate.[bat|sh]to generate a new obfuscation key for protecting configuration values."
* Option A (db-passwd-rotate.bat)is not a valid PingAccess script.
* Option B (memoryoptions.bat)configures JVM memory, not encryption.
* Option C (run.bat)starts PingAccess.
* Option D (obfuscate.bat)is correct - it is used to protect sensitive configuration.
Reference:PingAccess Administration Guide -Configuration Security and Obfuscation

NEW QUESTION # 58 
An administrator needs to configure a protected web application using theAuthorization Codelogin flow.
Which two configuration parameters must be set? (Choose 2 answers.)

A. OAuth Token Introspection Endpoint
B. OAuth Client ID
C. OpenID Connect Login Type
D. Virtual Host
E. OpenID Connect Issuer

Answer: B,C

Explanation:
When using theAuthorization Code Flowfor authentication, PingAccess must be configured with:
* AnOAuth Client IDthat identifies the application to the IdP.
* TheOpenID Connect Login Typeset to Authorization Code.
Exact Extract:
"When configuring an OIDC web session, specify the OAuth client ID and select the OpenID Connect login type (Authorization
Code, Hybrid, or Implicit)."
* Option A (OAuth Token Introspection Endpoint)is not required for Authorization Code flow - token introspection is used in other
cases.
* Option B (OAuth Client ID)is correct - required for OIDC authorization requests.
* Option C (OpenID Connect Issuer)is discovered automatically via metadata when you configure the token provider.
* Option D (Virtual Host)is required for application exposure but not specific to OIDC flow.
* Option E (OpenID Connect Login Type)is correct - must be set to "Authorization Code." Reference:PingAccess Administration
Guide -Configuring OIDC Web Sessions

NEW QUESTION # 59
......
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