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NEW QUESTION # 50 
What is the initial step performed by FortiGate when handling the first packets of a session?

A. Installation of the session key in the network processor (NP)
B. Security inspections such as ACL, HPE, and IP integrity header checking
C. Offloading the packets directly to the content processor (CP)
D. Data encryption and decryption

Answer: B

Explanation:
When FortiGate processes the first packets of a session, it follows a sequence of steps to determine how the traffic should be
handled before establishing a session. The initial step involves:
# Access Control List (ACL) checks: Determines if the traffic should be allowed or blocked based on predefined security rules.
# Hardware Packet Engine (HPE) inspections: Ensures that packet headers are valid and comply with protocol standards.
# IP Integrity Header Checking: Verifies if the IP headers are intact and not malformed or spoofed.
Once these security inspections are completed and the session is validated, FortiGate then installs the session in hardware (if
offloading is enabled) or processes it in software.

NEW QUESTION # 51 
An administrator must enable direct communication between multiple spokes in a company's network. Each spoke has more than
one internet connection.
The requirement is for the spokes to connect directly without passing through the hub, and for the links to automatically switch to the
best available connection.
How can this automatic detection and optimal link utilization between spokes be achieved?

A. Establish static VPN tunnels between spokes with predefined backup routes.
B. Utilize ADVPN 2.0 to facilitate dynamic direct tunnels and automatic link optimization.
C. Set up OSPF routing over static VPN tunnels between spokes.
D. Implement SD-WAN policies at the hub to manage spoke link quality.

Answer: B

Explanation:
ADVPN (Auto-Discovery VPN) 2.0 is the optimal solution for enabling direct spoke-to-spoke communication without passing
through the hub, while also allowing automatic link selection based on quality metrics.
# Dynamic Direct Tunnels:
# ADVPN 2.0 allows spokes to establish direct IPsec tunnels dynamically based on traffic patterns, reducing latency and improving
performance.
# Unlike static VPNs, spokes do not need to pre-configure tunnels for each other.
# Automatic Link Optimization:
# ADVPN 2.0 monitors the quality of multiple internet connections on each spoke.
# It automatically switches to the best available connection when the primary link degrades or fails.
# This is achieved by dynamically adjusting BGP-based routing or leveraging SD-WAN integration.

NEW QUESTION # 52 
Refer to the exhibit, which shows an enterprise network connected to an internet service provider.



An administrator must configure a loopback as a BGP source to connect to the ISP.
Which two commands are required to establish the connection? (Choose two.)

A. update-source
B. ebgp-enforce-multihop
C. recursive-next-hop
D. ibgp-enforce-multihop

Answer: A,B

Explanation:
When configuring a loopback interface as the BGP source for connecting to an ISP, two important settings must be applied:
1. Enable EBGP Multihop (ebgp-enforce-multihop)
BGP normally expects directly connected neighbors, but since the ISP and FortiGate A are using loopback interfaces, packets will
not be sent directly between their physical interfaces.



The ebgp-enforce-multihop command allows BGP to form an eBGP peering over multiple hops.

2. Set the Update Source (update-source)
Since FortiGate is using a loopback interface as the source, the update-source command ensures that BGP updates originate from
the loopback interface rather than a physical interface.



This is essential because BGP peers must match the source IP with the configured neighbor address.

NEW QUESTION # 53 
Refer to the exhibit, which shows a network diagram showing the addition of site 2 with an overlapping network segment to the
existing VPN IPsec connection between the hub and site 1.



Which IPsec phase 2 configuration must an administrator make on the FortiGate hub to enable equal-cost multi-path (ECMP)
routing when multiple remote sites connect with overlapping subnets?

A. Set route-overlap to either use-new or use-old
B. Set route-overlap to allow
C. Set net-device to ecmp
D. Set single-source to enable

Answer: A

Explanation:
When multiple remote sites connect to the same hub using overlapping subnets, FortiGate needs to determine which route should be
used for traffic forwarding. The route-overlap setting in IPsec Phase 2 allows FortiGate to handle this scenario by deciding whether
to keep the existing route (use-old) or replace it with a new route (use-new).
In an ECMP (Equal-Cost Multi-Path) routing setup, both routes should be retained and balanced, but FortiGate does not support
ECMP directly over overlapping routes in IPsec Phase 2. Instead, an administrator must decide which connection takes precedence
using route-overlap settings.

NEW QUESTION # 54 
An administrator is extensively using VXLAN on FortiGate.
Which specialized acceleration hardware does FortiGate need to improve its performance?

A. SP5
B. NTurbo
C. NP7
D. ##9

Answer: C

Explanation:
VXLAN (Virtual Extensible LAN) is an overlay network technology that extends Layer 2 networks over Layer 3 infrastructure.
When VXLAN is used extensively on FortiGate, hardware acceleration is crucial for maintaining performance.
# NP7 (Network Processor 7) is Fortinet's latest network processor designed to accelerate high-performance networking features,
including:
# VXLAN encapsulation/decapsulation
# IPsec VPN offloading
# Firewall policy enforcement
# Advanced threat protection at wire speed
NP7 significantly reduces latency and improves throughput when handling VXLAN traffic, making it the best choice for large-scale
VXLAN deployments.

NEW QUESTION # 55
......
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