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e Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

FH 1 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security
posture.

¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and mtroduces the findamentals of SASE within enterprise environments. Candidates are expected to
=x 2 understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content enphasizes how SASE can be mtegrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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¢ SASE Deployment: This section of the exam measures the knowledge of Tmplementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with

FH 3 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design

of security profiles that perform effective content inspection. By combining these tasks, learners

demonstrate readiness to roll out secure and scalable deployments.

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of

=M 4 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions

improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks

and cloud systens.

%| &l Secure Access Service Edge FCSS_SASE_AD-25 RS2 MEZ2H (Q27-
Q32):

AE #27
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO overrides any other previously configured user authentication.

B. SSO identity providers can be integrated using public and private access types.
C. SSO users can be imported into FortiSASE and added to user groups.

D. SSO is recommended only for agent-based deployments.

.|
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Y.
In FortiSASE, Single Sign-On (SSO) takes precedence and overrides other configured user authentication methods, ensuring a
centralized and streamlined authentication process across services.

EE #28
Which information does FortiSASE use to bring network lockdown into effect on an endpoint?

A. The connection status of the tunnel to FortiSASE

B. Zero-day malware detection on endpoint

C. The number of critical vulnerabilities detected on the endpoint
D. The security posture of the endpoint based on ZTNA tags

He: D
HE.

FortiSASE uses ZTNA tags to assess the endpoint's security posture. If the posture is non-compliant based on predefined rules,
FortiSASE enforces network lockdown to restrict access accordingly.

HEE #29
How can digital experience monitoring (DEM) on an endpoint assist in diagnosing connectivity and network issues?

A. FortiSASE runs a ping from the endpoint to calculate the TTL to the SaaS application.

B. FortiSASE runs SNMP traps to the endpoint using the DEM agent to verify the SaaS application health status.

C. FortiSASE runs a netstat from the endpoint to the SaaS application to see if ports are open.

D. FortiSASE runs a trace job on the endpoint using the DEM agent to the Software-as-a-Service (SaaS) application.

He. D

ME:
The Digital Experience Monitoring (DEM) agent on the endpoint perforns a trace route to the SaaS application to measure latency,



packet loss, and hop-by-hop performance. This helps diagnose where in the path connectivity or performance issues are occurring,

EE #30
Refer to the exhibits.

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The VPN tunnel does not establish
Based on the provided configuration, what configuration needs to be modified to bring the tunnel up?

A. NAT needs to be enabled in the Spoke-to-Hub firewall policy.
B. FortiSASE spoke devices do not support mode config,

C. The hub needs IKEv2 enabled in the [Psec phase 1 settings.

D. The BGP router ID needs to match on the hub and FortiSASE.

o
M

: C

HE #31
How does FortiSASE hide user information when viewing and analyzing logs?

A. By hashing data using salt

B. By encrypting data using Secure Hash Algorithm 256-bit (SHA-256)
C. By hashing data using Blowfish

D. By encrypting data using advanced encryption standard (AES)

2
m

SH: A

MH.

FortiSASE hides user information when viewing and analyzing logs by hashing data using salt. This approach ensures that sensitive
user information is obfuscated, enhancing privacy and security.

Hashing Data with Salt:

Hashing data involves converting it into a fixed-size string of characters, which is typically a hash value.

Salting adds random data to the input of the hash function, ensuring that even identical inputs produce different hash values.

This method provides enhanced security by making it more difficult to reverse-engineer the original data from the hash value.
Security and Privacy:

Using salted hashes ensures that user information remains secure and private when stored or analyzed in logs.

This technique is widely used i security systems to protect sensitive data from unauthorized access.

FortiOS 7.2 Administration Guide: Provides information on log management and data protection techniques.

FortiSASE 23.2 Documentation: Details on how FortiSASE implements data hashing and salting to secure user information in logs.

EE #32
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