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Professional-Cloud-Security-Engineer &4 5% 5 (Q176-Q181):

R #176
An organization receives an increasing number of phishing emails.

‘Which method should be used to protect employee credentials in this situation?

o A, Multifactor Authentication
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¢ B. A strict password policy
¢ C. Captcha on login pages
¢ D. Encrypted emails

EE: A
R -
Explanation

https/cloud.google.comyblog/products/g-suite/ 7-ways-admins-can- help-secure-accounts-against- phishing- g-suit
https7//www.duocircle.conycontent/email-security-services/email-security-in-cryptography# ~:text=Customer%o2

HM #177

Last week, a company deployed a new App Engine application that writes logs to BigQuery. No other workloads are running in the
project. You need to validate that all data written to BigQuery was done using the App Engine Default Service Account.

‘What should you do?

¢ A. 1. Go to the IAM section on the project.
2. Validate that the App Engine Default Service Account is the only account that has a role that can write to BigQuery.
¢ B. 1. In BigQuery, select the related dataset.
2. Make sure the App Engine Default Service Account is the only account that can write to the dataset.
e C. 1. Use StackDriver Logging and filter on BigQuery Insert Jobs.
2. Click on the email address in line with the App Engine Default Service Account in the authentication field.
3. Click Hide Matching Entries.
4. Make sure the resulting list is empty.
e D. 1. Use StackDriver Logging and filter on BigQuery Insert Jobs.
2. Click on the email address in line with the App Engine Default Service Account in the authentication field.
3. Click Show Matching Entries.
4. Make sure the resulting list is empty.

Ef#: C

L2

To validate that all data written to BigQuery was done using the App Engine Default Service Account, you can use StackDriver
Logging (now known as Cloud Logging) to filter and inspect the logs for BigQuery insert jobs. By hiding the entries matching the
App Engine Default Service Account, you can ensure that no other service account has written to BigQuery if the resulting list is
empty.

Steps:

Open Cloud Logging: Navigate to Cloud Logging in the Google Cloud Console.

Filter Logs: Apply a filter to display logs for BigQuery insert jobs.

Inspect Entries: Click on the email address that corresponds to the App Engine Default Service Account in the authentication field.
Hide Matching Entries: Select the option to hide matching entries.

Validate: Check if the resulting list is empty, confirming that no other service account has performed write operations to BigQuery.
Reference:

Google Cloud Logging

Monitoring BigQuery logs

M #178
Youare a Security Administrator at your organization. You need to restrict service account creation capability within production
environments. You want to accomplish this centrally across the organization. What should you do?

e A. Use Identity and Access Management (IAM) to restrict access of all users and service accounts that have access to the
production environment.

e B. Use organization policy constraints/iam disableService AccountK eyCreation boolean to disable the creation of new service
accounts.

e (. Use organization policy constraints/iam disableServiceAccountCreation boolean to disable the creation of new service
accounts.

e D. Use organization policy constraints/iam disableServiceAccountK eyUpload boolean to disable the creation of new service
accounts.



Ef: C
R

Reference:

You can use the iam disableServiceAccountCreation boolean constraint to disable the creation of new service accounts. This allows
you to centralize management of service accounts while not restricting the other permissions your developers have on projects.
https/cloud.google.com/resource-manager/docs/organization-policy/restricting-service-accounts#disable _service account creation

HM #179

A customrer's internal security team must manage its own encryption keys for encrypting data on Cloud Storage and decides to use
customer-supplied encryption keys (CSEK).

How should the team complete this task?

¢ A Encrypt the object, then use the gsutil command line tool or the Google Cloud Platform Console to upload the object to
Cloud Storage.

¢ B. Generate an encryption key in the Google Cloud Platform Console, and upload an object to Cloud Storage using the
specified key.

e (. Use the gsutil command line tool to upload the object to Cloud Storage, and specify the location of the encryption key.

¢ D. Upload the encryption key to a Cloud Storage bucket, and then upload the object to the same bucket.

Ef#: A
L

Reference:
https/cloud.google.convstorage/docs/encryption/customer-supplied- keys

B #180

An application log's data, including customer identifiers such as email addresses, needs to be redacted. However, these logs also
include the email addresses of internal developers from company.com, and these should NOT be redacted. Which solution should
you use to meet these requirements?

A. Create a regular expression (regex) custom info Type detector to match on (@company.com.

B. Create a regular custom dictionary detector to match all email addresses listed in Cloud Identity.
C. Create a custom nfoType called COMPANY EMAIL to match (@company.com.

D. Create a regular custom dictionary detector that lists a subset of the developers' email addresses.

Ef#: A
R -

A is not correct because as all company.com email addresses are sensitive and should be filtered, a static list is hard to maintain and
can easily miss sensitive data.

B is correct because the regex will detect all company.com email addresses that need to be protected and written to the log file.

C is not correct because as the user base in Cloud Identity might only be a subset of all emails that need to be protected.

D is not correct because you need to specify a detector within the custom infoType and the detector should be a regular expression
to match all @company.com email addresses.

https//cloud.google.convdlp/docs/infotypes-reference

https//cloud.google.convdlp/docs/creating-custom+ infotypes
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