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SISA Certified Security Professional in Artificial Intelligence CSPAI
Prüfungsfragen mit Lösungen (Q31-Q36):
31. Frage 
How does GenAI contribute to incident response in cybersecurity?

A. By delaying responses to gather more data for analysis.
B. By automating playbook generation and response orchestration.
C. By focusing only on post-incident reporting.
D. By manually reviewing each incident without AI assistance.
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Antwort: B

Begründung:
GenAI enhances incident response by dynamically generating customized playbooks based on threat intelligence and orchestrating
automated actions like isolation or patching. It processes vast logs in real-time, correlating events to prioritize alerts and suggest
optimal responses, reducing mean time to respond (MTTR).
For complex incidents, it simulates outcomes of different strategies, aiding decision-making. This automation frees analysts for
strategic tasks, improving efficiency and effectiveness in containing breaches. Exact extract:
"GenAI contributes to incident response by automating playbook generation and orchestration, enhancing cybersecurity operations."
(Reference: Cyber Security for AI by SISA Study Guide, Section on AI in Incident Response, Page 215-218).

32. Frage 
What is a key concept behind developing a Generative AI (GenAI) Language Model (LLM)?

A. Human intervention for every decision
B. Operating only in supervised environments
C. Rule-based programming
D. Data-driven learning with large-scale datasets

Antwort: D

Begründung:
GenAI LLMs rely on data-driven learning, leveraging vast datasets to model language patterns, semantics, and contexts through
unsupervised or semi-supervised methods. This enables scalability and adaptability, unlike rule-based systems or human-dependent
approaches. Large datasets drive generalization, though they introduce security challenges like data quality control. Exact extract: "A
key concept of GenAI LLMs is data- driven learning with large-scale datasets, enabling robust language modeling." (Reference:
Cyber Security for AI by SISA Study Guide, Section on GenAI Development Principles, Page 60-63).

33. Frage 
An AI system is generating confident but incorrect outputs, commonly known as hallucinations. Which strategy would most likely
reduce the occurrence of such hallucinations and improve the trustworthiness of the system?

A. Increasing the model's output length to enhance response complexity.
B. Retraining the model with more comprehensive and accurate datasets.
C. Encouraging randomness in responses to explore more diverse outputs.
D. Reducing the number of attention layers to speed up generation

Antwort: B

Begründung:
Hallucinations in AI, particularly LLMs, arise from gaps in training data, overfitting, or inadequate generalization, leading to plausible
but false outputs. The most effective mitigation is retraining with expansive, high-quality datasets that cover diverse scenarios,
ensuring factual grounding and reducing fabrication risks. This involves curating verified sources, incorporating fact-checking
mechanisms, and using techniques like data augmentation to fill knowledge voids. Complementary strategies include prompt
engineering and external verification, but foundational retraining addresses root causes, enhancing overall trustworthiness. In security
contexts, this prevents misinformation propagation, critical for applications in decision-making or content generation. Exact extract:
"To reduce hallucinations and improve trustworthiness, retrain the model with more comprehensive and accurate datasets, ensuring
better factual alignment and reduced erroneous confidence in outputs." (Reference: Cyber Security for AI by SISA Study Guide,
Section on LLM Risks and Mitigations, Page 120-123).

34. Frage 
What aspect of privacy does ISO 27563 emphasize in AI data processing?

A. Maximizing data collection for better AI performance.
B. Consent management and data minimization principles.
C. Sharing data freely among AI systems.
D. Storing all data indefinitely for auditing.



Antwort: B

Begründung:
ISO 27563 stresses consent management, ensuring informed user agreement, and data minimization, collecting only necessary data
to reduce privacy risks in AI processing. These principles prevent overreach and support ethical data handling. Exact extract: "ISO
27563 emphasizes consent management and data minimization in AI data processing for privacy." (Reference: Cyber Security for AI
by SISA Study Guide, Section on Privacy Principles in ISO 27563, Page 275-278).

35. Frage 
What metric is often used in GenAI risk models to evaluate bias?

A. Fairness metrics like demographic parity or equalized odds.
B. Number of parameters in the model.
C. Computational efficiency during training.
D. Accuracy rate without considering demographics.

Antwort: A

Begründung:
Bias assessment in GenAI employs fairness metrics such as demographic parity (equal outcomes across groups) or equalized odds
(balanced error rates), quantifying disparities in outputs. These metrics guide debiasing techniques, ensuring ethical AI under risk
models. In applications like hiring tools, they prevent discriminatory generations, aligning with regulatory requirements. Exact extract:
"Fairness metrics like demographic parity are used in GenAI risk models to evaluate and mitigate bias." (Reference: Cyber Security
for AI by SISA Study Guide, Section on Bias Assessment Metrics, Page 245-248).

36. Frage
......
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Durchfall in der Prüfung, zahlen wir Ihnen die gesammte Summe zurück.
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