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Microsoft Identity and Access Administrator Sample Questions (Q104-Q109):
NEW QUESTION # 104 
You have an on-premises server named Server! that runs Windows Server.
You have a Microsoft Entra tenant that contains an app registration named App1. App1 has Microsoft Graph application
permissions.
You need to configure the environment to support App1. The solution must meet the following requirements:
* App1 must be accessible only from the corporate network.
* The credentials for App1 must NOT be stored as plain text.
* Non-interactive scheduled tasks on Server 1 must be able to authenticate to App1.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and Microsoft Learn documentation
("Implement app registration and authentication with Microsoft Entra ID"), when configuring app registrations and securing non-
interactive service applications (like scheduled tasks), two key elements must be addressed - secure authentication and conditional
access enforcement.
To ensure App1 is accessible only from the corporate network, you must configure a Conditional Access policy in Microsoft Entra
ID. Conditional Access policies allow you to restrict access to applications based on conditions such as:
* User or workload identity
* Location (e.g., trusted IP ranges or corporate networks)
* Device compliance and sign-in risk
As Microsoft documentation states:
"Conditional Access policies can restrict access to specific applications based on location, risk, or device status. Use named
locations to allow access only from your trusted network." Therefore, a Conditional Access policy is required to meet the first
requirement.
For non-interactive scheduled tasks running on an on-premises server (Server1) that need to authenticate to App1 using application
permissions, credentials must be securely stored. Storing plain-text secrets (like passwords or client secrets) violates security best
practices.
Microsoft recommends using certificates for application authentication because certificates are securely stored and provide higher
security than secrets.
From the SC-300 material and Microsoft Learn:
"When registering applications that use non-interactive authentication, use a certificate-based credential instead of a client secret.
Certificates are more secure and meet compliance requirements for secure app authentication." This approach also ensures that
Server1's scheduled tasks can authenticate silently using the private key of the certificate.

NEW QUESTION # 105 
You have an Azure Active Directory (Azure AD) tenant that contains a user named User1. An administrator deletes User1. You
need to identity the following:
* How many days after the account of User1 is deleted can you restore the account?
* Which is the least privileged role that can be used to restore User1?
What should you identify? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection is worth one
point.

Answer:

Explanation:

NEW QUESTION # 106 
You have an Azure Active Directory (Azure AD) tenant that contains a user named User1 and the groups shown in the following
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table.
In the tenant, you create the groups shown in the following table.
Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION # 107 
You have an Azure Active Directory (Azure AD) tenant that contains three users named User1, User1, and User3, You create a
group named Group1. You add User2 and User3 to Group1.
You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the
application Administrator tab.)
Group1 is configured as the approver for the application administrator role.
You configure User2to be eligible for the application administrator role.
For User1, you add an assignment to the Application administrator role as shown in the Assignment exhibit.
(Click Assignment tab)
For each of the following statement, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 108 
You have a Microsoft 365 tenant that has 5,000 users. One hundred of the users are executives. The executives have a dedicated
support team.
You need to ensure that the support team can reset passwords and manage multi-factor authentication (MFA) settings for only the
executives. The solution must use the principle of least privilege.
Which object type and Azure Active Directory (Azure AD) role should you use? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 109
......
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