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NEW QUESTION # 119
Which type of update in Prisma Access (and Strata NGFWs) is released most frequently and is critical for providing protection
against the very latest known malware, exploits, and spyware/C2 threats?

A. WildFire updates

B. PAN-OS software updates

C. Cloud Management Console updates

D. App-1D updates

E. Threat Prevention updates (Antivirus, Vulnerability Protection, Anti-Spyware signatures)

Answer: E

Explanation:

Threat Prevention signatures are updated most frequently (sometimes multiple times per day) to provide protection against rapidly
evolving threats. Option A (PAN-OS) is less frequent (monthly/quarterly). Option B (App-ID) is also frequent but less so than
Threat. Option D (WildFire) provides verdicts rapidly, but the signature distribution based on those verdicts falls under Threat or
WildFire updates which are pushed frequently. Option E is for the management interface, not threat intelligence.

NEW QUESTION # 120

A company is upgrading a pair of PA-5220 firewalls in an Active/Passive HA configuration to a new PAN-OS version. They have
reviewed the release notes and determined the correct upgrade path. Which is the recommended sequence of steps to perform the
PAN-OS software upgrade on the HA pair to minimize downtime and disruption? (Assume the new image has been downloaded to
both firewalls).

e A Install the new PAN-OS version on both firewalls first, then reboot the Active firewall, wait for it to come back up, and
then reboot the Passive firewall.

e B. Upgrade the Passive firewall first, then performa manual failover to make it Active, then upgrade the originally Active (now
Passive) firewall

¢ C. Suspend the Passive firewall from the HA state, upgrade the Suspended (orignally Passive) firewall, make it Active,
suspend the originally Active firewall, and upgrade i.

e D. Upgrade both firewalls simultaneously to reduce the overall upgrade window.

¢ E. Upgrade the Active firewall first, then performa failover, then upgrade the now Passive firewall.

Answer: B

Explanation:

The standard and recommended method for upgrading an Active/Passive HA pair is to upgrade the Passive untt first to maintain
redundancy during the process. - Option A: Upgrading the Active firewall first leaves the network vulnerable during the upgrade and
subsequent failover, as there's no ready Passive unit. - Option B: While suspending the Passive is a valid troubleshooting step, the
most common and recommended sequence for an upgrade s to start with the Passive unit. - Option C (Correct): This is the
recommended sequence. Upgrade the Passive firewall first (download and install the new PAN-OS image). Once it's successfully
upgraded and ready, perform a manual failover. The originally Passive unit (now running the new version) becomes Active and starts
processing traffic. Then, upgrade the originally Active unit (which is now Passive). This ensures one firewall is always active and
processing traffic throughout most of the upgrade process, minimizing downtime. -Option D: Upgrading simultaneously introduces
significant downtime as both firewalls are unavailable. - Option E: Installing the image is separate from rebooting to run the new
version. While you do install first, rebooting the Active unit before the Passive unit is upgraded and ready to take over causes an
outage.

NEW QUESTION # 121

A remote user connected to Prisma Access via GlobalProtect attempts to access both a public SaaS application (e.g,, Salesforce)
and a private application hosted in the corporate data center. Both applications are accessed over HTTPS. How does Prisma
Access facilitate and secure access to these two distinct types of applications for the remote user?

¢ A. Both public SaaS and private application traffic are routed to the corporate data center first, where they are inspected by
an on-premises firewall before being forwarded to their destinations.

e B. Prisma Access only secures access to private applications; public internet access requires a separate security solution.

e (. Both public SaaS and private application traffic are tunneled to Prisma Access. Public SaaS traffic is then inspected and
routed to the internet via the nearest cloud service edge, while private application traffic is routed through a 'Service
Connection' tunnel to the corporate data center for access.



¢ D. Access to both application types is determined solely by the user's device posture, as evaluated by GlobalProtect HIP.
¢ E. Public SaaS traffic is routed directly to the internet via the user's local connection, bypassing Prisma Access security
inspection.

Answer: C

Explanation:

Prisma Access is designed to secure access to both public and private applications for remote users, leveraging its cloud-native
architecture. - Option A (Incorrect): A primary goal of Prisma Access for mobile users is to tunnel all relevant traffic through the
service for consistent security inspection, including internet-bound traffic to public SaaS. - Option B (Correct): This accurately
describes the Prisma Access flow. Traffic destined for the public internet (including SaaS) is sent through the GlobalProtect tunnel to
the nearest Prisma Access cloud service edge, inspected by the cloud-based NGFW features, and then routed securely to the
internet. Traffic destined for private corporate resources is also sent through the tunnel, but Prisma Access identifies it as private
traffic and routes it through the configured 'Service Connection' (an IPSec or GRE tunnel) to the corporate data center or cloud
VPC hosting the private application. - Option C (Incorrect): Hairpinning all traffic back to the data center negates the benefits of a
cloud-delivered security platform and can introduce latency. Prisma Access routes internet-bound traffic locally from the cloud edge.
- Option D (Incorrect): Prisma Access provides comprehensive security for both public and private application access. - Option E
(Incorrect): Device posture (HIP) is a factor in allowing the user to connect and potentially applying policy, but it doesn't determine
the routing path taken for public vs. private applications; that's based on destination IP address and Prisma Access routing

configuration.

NEW QUESTION # 122

A large manufacturing facility has deployed numerous IoT devices (sensors, cameras, controllers) on a dedicated network segment.
These devices are known for having weak security controls and often commumicate using proprietary or insecure protocols,
potentially accessing external cloud services. The security team wants to gain visibility into these devices, identify risky behavior, and
enforce granular policies to restrict their commumication. Which Palo Alto Networks capability, often leveraging Cloud-Delivered
Security Services (CDSS), is specifically designed to provide visibility and security enforcement for previously unmanaged or poorly
understood IoT devices?

A. Standard Threat Prevention signatures
B. URL Filtering with category blocking
C. IoT Security subscription

D. User-ID with Captive Portal

E. App-ID with custom signatures

Answer: C

Explanation:

Securing diverse and often unmanaged IoT devices requires specialized capabilities beyond traditional firewall features. Palo Alto
Networks offers a dedicated IoT Security subscription (often tightly integrated with NGFWs/Prisma SASE) that leverages cloud-
based machine learning and threat intelligence to profile devices, identify risks, and generate recommended policies. Option A is
useful for identifying known applications but struggles with the vast, unknown IoT device landscape. Option B is for user
authentication, not device identification or behavior analysis. Option D and E are for general threat and web filtering, less effective at
identifying the devices themselves or their specific risky behaviors within proprietary protocols. The IoT Security subscription is the
specialized solution for this challenge.

NEW QUESTION # 123

A company with multiple branch offices is deploying PAN-OS SD-WAN on their Strata NGFWs (PA-Series) to connect branches
over diverse WAN links (MPLS, Internet broadband, LTE) and intelligently route traffic to headquarters and the internet. Which
core finctionality of PAN-OS SD-WAN is primarily responsible for selecting the optimal WAN link for a specific application flow
based on configured business objectives and real-time link performance?

A. Security Policy

B. Path Selection policy
C. Path Monitoring

D. NAT Policy

E. App-ID

Answer: B



Explanation:

PAN-OS SD-WAN leverages the NGFW's capabilities for application-aware traffic steering. The Path Selection policy (often
referred to as 'SD-WAN policy') is where administrators define how different applications or categories of traffic should be routed
over the available WAN interfaces based on criteria like link quality (latency, jitter, loss), bandwidth requirements, or simply
preference order. Option A identifies applications. Option B allows/denies traffic and applies security profiles. Option C monitors
link health but doesn't make routing decisions itself. Option E handles address translation.

NEW QUESTION # 124
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