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Which aof the following may pose a "client side” privacy risk?

A An employee loading personal data on a company laptop

B Failure of a finewall that i protecting the company’s network

C. A distributed denlal of sendce (DDoS) attack on the org

0. A remate employee placing dcation softwart o0 3 Company servier - answery'+ A, An
employee loading perional data on a company laptop

You are browsing the web and shopping for new furniture. You then open your favorite sockl
meda 1o screll through the pests. While doing 5o, you start noticing ads far furnituree, This is an
exnrmphe of what?

A Direct Marketing

B. Indrvidual advertising

C. Behavioral advertising

B, Indirect Marketing - answery'J'C. Behavioral advertising

Which of the following privacy practices would be most useful to users who are not
knowledgrable about protecting thelr persanal information?

A Chiokoe
B. Controd
C. Notice
D. Conzant - answerd v C. Notice

Which of the following privacy related principles would be the main concern during the data
udage stage of the data e cycle?
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TAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q45-Q50):

NEW QUESTION # 45

SCENARIO

Please use the following to answer next question:

EnsureClaim is developing a mobile app platform for managing data used for assessing car accident insurance claims. Individuals use
the app to take pictures at the crash site, eliminating the need for a built-in vehicle camer a. EnsureClaim uses a third-party hosting
provider to store data collected by the app. EnsureClaim customer service employees also receive and review app data before
sharing with insurance claim adjusters.

The app collects the following information:

First and last name

Date of birth (DOB)

Mailing address

Email address

Car VIN number

Car model

License plate

Insurance card number

Photo

Vehicle diagnostics

Geolocation

‘What would be the best way to supervise the third-party systems the EnsureClaim App will share data with?

¢ A. Anonymize all personal data collected by the app before sharing any data with third-parties.

¢ B. Conduct a security and privacy review before onboarding new vendors that collect personal data from the app.

¢ C. Review the privacy notices for each third-party that the app will share personal data with to determine adequate privacy
and data protection controls are in place.

¢ D. Develop policies and procedures that outline how data is shared with third-party apps.

Answer: A

NEW QUESTION # 46
Revocation and reissuing of compromised credentials is impossible for which of the following authentication techniques?

A. Radio frequency identification.
B. Biometric data.

C. Personal identification number.
D. Picture passwords.

Answer: B

Explanation:

Biometric data, such as fingerprints, iris scans, or facial recognition, is unique to an individual and cannot be changed. If biometric
data is compromised, it cannot be revoked or reissued like a password or smartcard. This makes biometric authentication both
highly secure and highly vulnerable if compromised, as the biometric traits used for authentication are permanent and unique to the
individual.

NEW QUESTION # 47
A valid argument against data minimization is that it?

e A Increases the chance that someone can be identified from data.
e B. Can limit business opportunities.


https://www.pass4test.com/CIPT-exam-questions.html

e C. Decreases the speed of data transfers.
e D. Can have an adverse effect on data quality.

Answer: B

Explanation:

A valid argument against data minimization is that it Can limit business opportunities. Data minimization is the principle that data
collected should be limited to what is necessary for the purposes for which it is processed. While this principle supports privacy and
data protection, it can also restrict the amount of data available to businesses for analysis and innovation, potentially limiting their
ability to develop new products, improve services, or identify new market opportunities.

Reference:

GDPR, Article 5(1)(c): Data minimization

NEW QUESTION # 48

SCENARIO

Please use the following to answer next question:

EnsureClaimis developing a mobile app platform for managing data used for assessing car accident insurance claims. Individuals use
the app to take pictures at the crash site, eliminating the need for a built-in vehicle camera. EnsureClaim uses a third-party hosting
provider to store data collected by the app. EnsureClaim customer service employees also receive and review app data before
sharing with insurance claim adjusters.

The app collects the following information:

First and last name

Date of birth (DOB)

Mailing address

Email address

Car VIN number

Car model

License plate

Insurance card number

Photo

Vehicle diagnostics

Geolocation

All of the following technical measures can be implemented by EnsureClaim to protect personal information that is accessible by
third-parties EXCEPT?

A. Encryption.

B. De-identification.

C. Access Controls.

D. Multi-factor authentication.

Answer: B

Explanation:

While encryption, access controls, and multi-factor authentication are all technical measures that can protect personal information,
de-identification specifically refers to the process of removing or modifying personal data so that individuals cannot be readily
identified. Since EnsureClaim needs to provide personal data to third parties (such as insurance claim adjusters) for specific
purposes (e.g., claim assessment), de-identification would not be appropriate as these third parties require access to identifiable
mformation to perform their roles effectively.

NEW QUESTION # 49
Which of the following occurs when an individual takes a specific observable action to indicate and confirm that they give permission
for their mformation to be processed?

A. Express consent.
B. Implied consent.
C. Authorized notice.
D. Informed notice.

Answer: A



Explanation:

* Option A: Express consent occurs when an individual takes a specific, observable action, such as signing a document or clicking
an ' agree" button online, to give explicit permission for their information to be processed. This type of consent is clear and
unammbiguous.

* Option B: Inplied consent is inferred from an individual's actions, such as when they provide information voluntarily without a
specific action indicating consent.

* Option C: Informed notice refers to providing individuals with information about how their data will be used, but it does not itself
constitute consent.

* Option D: Authorized notice is not a standard term in data protection and privacy contexts.

References:

* IAPP CIPT Study Guide

* GDPR Article 4(11) Definitions on Consent

NEW QUESTION # 50
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