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Fortinet NSE 7 - OT Security 7.2 NSE7_OTS-7.2 Prüfungsfragen mit
Lösungen (Q80-Q85):
80. Frage 
Refer to the exhibit. PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1)
connecting both PLC-3 and CLIENT. PLC-3 and CLIENT can send traffic to each other at the Layer 2 level.
What must the OT admin do to prevent Layer 2-level communication between PLC-3 and CLIENT?

A. Create a VLAN for each device and replace the current FGT-2 software switch members.
B. Enable explicit intra-switch policy to require firewall policies on FGT-2.
C. Implement policy routes on FGT-2 to control traffic between devices.
D. Set a unique forward domain for each interface of the software switch.

Antwort: A,D

81. Frage 
The OT network analyst run different level of reports to quickly explore failures that could put the network at risk. Such reports can
be about device performance. Which FortiSIEM reporting method helps to identify device failures?

A. Business service reports
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B. Device inventory reports
C. CMDB operational reports
D. Active dependent rules reports

Antwort: B

82. Frage 
An OT administrator configured and ran a default application risk and control report in FortiAnalyzer to learn more about the key
application crossing the network. However, the report output is empty despite the fact that some related real-time and historical logs
are visible in the FortiAnalyzer.
What are two possible reasons why the report output was empty? (Choose two.)

A. The administrator selected the wrong devices in the Devices section.
B. The administrator selected the wrong hcache table for the report.
C. The administrator selected the wrong time period for the report.
D. The administrator selected the wrong logs to be indexed in FortiAnalyzer.

Antwort: A,C

Begründung:
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/32cb817d-a307-11eb-b70b-0050569258

83. Frage 
What is the primary objective of implementing SD-WAN in operational technology (OT) networks'?

A. Replace standard links with lower cost connections
B. Reduce security risk and threat attacks
C. Enhance network performance of OT applications
D. Remove centralized network security policies

Antwort: C

84. Frage 
Refer to the exhibit.

You are creating a new operational technology (OT) rule to monitor Modbus protocol traffic on FortiSIEM Which action must you
take to ensure that all Modbus messages on the network match the rule?



A. the Aggregate section, set the attribute value to equal to or greater than 0
B. The condition on the SubPattern filter must use the AND logical operator
C. In the Group By section remove all attributes that are not configured in the Filter section
D. Add a new condition to filter Modbus traffic based on the source TCP/UDP port

Antwort: D

85. Frage
......
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