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HP Aruba Certified Campus Access Professional Exam Sample Questions

(Q33-Q38):

NEW QUESTION # 33
Refer to the exhibit. A company has deployed 200 AP-635 access points. To but is not working as expected.
‘What would be the correct action to fix the issue?
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A. Change the SSID to WPA3-Personal

B. Change the SSID to WPA3-Enhanced Open

C. Change the SSID to WPA3-Enterprise (CCM).
D. Change the SSID to WPA3-Enterpnse (CNSA).

Answer: B

Explanation:

This is the correct action to fix the issue where the SSID is not working as expected. WPA3- Enhanced Open is a new security
standard for public networks that uses Opportunistic Wireless Encryption (OWE) to provide encryption and privacy on open, non-
password-protected networks.

WPA3-Enhanced Open can be configured on an Aruba Access Point by changing the SSID security mode to WPA3-Enhanced
Open in Aruba Central or Aruba Instant. The other options are incorrect because they either do not use WPA3-Enhanced Open or
do not exist as valid security modes.

NEW QUESTION # 34

A customer is using a legacy application that communicates at layer-2. The customer would like to keep this application working to a
remote site connected via layer-3 All legacy devices are connected to a dedicated Aruba CX 6200 switch at each site.

‘What technology on the Aruba CX 6200 could be used to meet this requirement?

A. Inclusive Multicast Ethernet Tag (IMET)
B. Ethernet over IP (EolP)

C. Static VXLAN

D. Generic Routing Encapsulation (GRE)

Answer: C

Explanation:

Explanation

VXLAN is a technology that can be used to meet the requirement of using a legacy application that commumicates at layer-2 across
a layer-3 network. Static VXLAN is a feature that allows the creation of layer-2 overlay networks over a layer-3 underlay network
using VXLAN tunnels. Static VXLAN does not require any control plane protocol or VTEP discovery mechanism, and can be
configured manually on the Aruba CX 6200 switches. The other options are incorrect because they either do not support layer-2
commumnication over layer-3 network or are not supported by Aruba CX 6200 switches. References:
https//www.arubanetworks.conm/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch03.html
https//www.arubanetworks.conm/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch05.html
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NEW QUESTION # 35

Two AOS-CX switches are configured with VSX at the the Access- Aggregation layer where servers attach to them An SVI
interface is configured for VLAN 10 and serves as the default gateway for VLAN 10. The ISL link between the switches fails, but
the keepalive interface functions. Active gateway has been configured on the VSX switches.

Core Layer

- JJ-' ~ '.‘. " l«._\--‘
/ ™ ~ { K -
- epAlive VRF
Me VRF | |~ A, - L[ - = ]
N 5§ N F B g a |
fa"’-_ /"I‘r
N S

:

Server 2
Server 1

What is correct about access from the servers to the Core? (Select two.)

A. Server 1 and Server 2 can communicate with each other via the core layer
B. Server 1 can access the core layer on only one uplink

C. Server 2 cannot access the core layer.

D. Server 2 can access the core layer via the keepalive link

E. Server 1 can access the core layer via the keepalrve link

F. Server 1 can access the core layer via both uplinks

Answer: A,F

Explanation:

Explanation

These are the correct statements about access from the servers to the Core when the ISL link between the switches fails, but the
keepalive interface functions. Server 1 can access the core layer via both uplinks because it is connected to VSX-A, which s still
active for VLAN 10. Server 2 can also access the core layer via its uplink to VSX-B, which is still active for VLAN 10 because of
Active Gateway feature. Server 1 and Server 2 can communicate with each other via the core layer because they are in the same
VLAN and subnet, and their traffic can be routed through the core switches. The other statements are incorrect because they either
describe scenarios that are not possible or not relevant to the question. References:
https//www.arubanetworks.comvtechdocs/AOS-CX/10.04/HTML/5200-6728/bk01-

NEW QUESTION # 36
Youneed to create a keepalive network between two Aruba CX 8325 switches for VSX configuration How should you establish



the keepalive connection?

A. routed port in custom VRF

B. loopback 0 and OSPF area 0 in default VRF

C. SVI, VLAN trunk allowed all on ISL in custom VRF
D. SVI, VLAN trunk allowed all on ISL in default VRF

Answer: A

Explanation:

To establish a keepalive connection between two Aruba CX 8325 switches for VSX configuration, you need to use a routed port in
custom VRF. A routed port is a physical port that acts as a layer 3 interface and does not belong to any VLAN. A custom VRF is a
virtual routing and forwarding instance that provides logical separation of routing tables. By using a routed port in custom VRF, you
can isolate the keepalive traffic from other traffic and prevent routing loops or conflicts. The other options are incorrect because they
either do not use a routed port or do not use a custom VRF. Reference: https//www.arubanetworks.comvtechdocs/AOS-
CX/10.04/HTML/5200-6728/bk01-ch07.html https//www.arubanetworks.com/techdocs/ AOS-CX/10.04/HTML/5200-
6728/bk01-ch02.html

NEW QUESTION # 37
Which statements are true about VSX LAG? (Select two.)

A. LAG traffic is passed over VSX ISL links only while upgrading firmware on the switch pair

B. The total number of configured links may not exceed 8 for the pair or 4 per switch

C. Outgoing traffic is switched to a port based on a hashing algorithm which may be either switch in the pair
D. Outgoing traffic is preferentially switched to local members of the LAG.

E. Up to 255 VSX lags can be configured on all 83xx and 84xx model switches.

Answer: C,D

Explanation:

Explanation

VSX LAG is a feature that allows a pair of Aruba CX switches to form a multichassis LAG with a downstream or upstream device.
VSX LAG provides link redundancy and load balancing across the two switches. Outgoing traffic from the VSX pair to the peer
device is switched to a port based on a hashing algorithm that considers various parameters such as source and destination MAC
addresses, IP addresses, ports, etc. The hashing algorithm may select a port that belongs to either switch in the pair, depending on
the traffic characteristics1. However, outgoing traffic is preferentially switched to local members of the LAG, meaning that each
switch tries to use its own ports first before using the ISL Iink to send traffic to the other switch's ports2. This reduces the ISL
utilization and improves performance. References: 1
httpss//www.arubanetworks.com/techdocs/AOS-CX/10.07/HTML/5200-7888/Content/ VSX_cmds/int-lag-mul-¢

2

httpss//www.arubanetworks.com/techdocs/AOS-CX/10.07/HTML/5200-7888/Content/Chp_Start/vsx-lag-10.11.

NEW QUESTION # 38
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