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R #102
Which of the following is a step when configuring event forwarding from Sphunk to Phantom?

A. Create a Splunk alert that uses the event_forward.py script to send events to Phantom.
B. Map CEF to CIM fields.

C. Map CIM to CEF fields.

D. Create a saved search that generates the JSON for the new container on Phantom

IEf#: B

H R #103
Some of'the playbooks on the SOAR server should only be executed by members of the admin role. How can this rule be applied?

A. Place restricted playbooks in a second source repository that has restricted access.
B. Make sure the Execute Playbook capability is removed from all roles except admin.
C. Add a tag with restricted access to the restricted playbooks.

D. Add a filter block to all restricted playbooks that filters for runRole = "Admin",

EfE: B

AR :

To restrict playbook execution to members of the admin role within Splunk SOAR, the 'Execute Playbook' capability must be
managed appropriately. This is done by ensuring that this capability is removed from all other roles except the admin role. Role-
based access control (RBAC) in Sphunk SOAR allows for granular permissions, which means you can configure which roles have
the ability to execute playbooks, and by restricting this capability, you can control which users are able to initiate playbook runs.

A #104
Why does SOAR use wildcards within artifact data paths?

e A. To make playbooks more specific.


https://www.japancert.com/SPLK-2003.html

¢ B. To make data access in playbooks easier.
¢ C. To make playbooks filter out nulls.
¢ D. To make decision execution in playbooks run faster.

IEf#: B

R -

Wildcards are used within artifact data paths in Splunk SOAR playbooks to simplify the process of accessing data. They allow
playbooks to reference dynamic or variable data structures without needing to specify exact paths, which can vary between artifacts.
This flexibility makes it easier to write playbooks that work across different events and scenarios, without hard-coding data paths.
SOAR uses wildcards within artifact data paths to make data access in playbooks easier. A data path is a way of specifying the
location of a piece of data within an artifact. For example, artifact.cef.sourceAddress is a data path that refers to the source address
field of the artifact. A wildcard is a special character that can match any value or subfield within a data path. For exanple,
artifact.*.cef.sourceAddress is a data path that uses a wildcard to match any field name before the cef subfield. This allows the
playbook to access the source address data regardless of the field name, which can vary depending on the app or source that
generated the artifact. Therefore, option C is the correct answer, as it explains why SOAR uses wildcards within artifact data paths.
Option A is incorrect, because wildcards do not make playbooks more specific, but more flexible and adaptable. Option B is
incorrect, because wildcards do not make playbooks filter out nulls, but match any value or subfield. Option D is incorrect, because
wildcards do not make decision execution in playbooks run faster, but make data access in playbooks easier.

1: Understanding datapaths in Administer Splunk SOAR (Cloud)

M #105
What are the components of the I2A2 design methodology?

A. Inputs, Interactions, Actions, Assets
B. Inputs, Interactions, Actions, Artifacts
C. Inputs, Interactions, Apps, Artifacts
D. Inputs, Interactions, Actions, Apps

iIFf@g: B

L2

12A2 design methodology is a framework for designing playbooks that consists of four components:

*Inputs: The data that is required for the playbook to run, such as artifacts, parameters, or custom fields.

*Interactions: The blocks that allow the playbook to commumicate with users or other systens, such as prompts, comments, or
emais.

* Actions: The blocks that execute the core logic of the playbook, such as app actions, filters, decisions, or utilities.

* Artifacts: The data that is generated or modified by the playbook, such as new artifacts, container fields, or notes.

The 12A2 design methodology helps you to plan, structure, and test your playbooks in a modular and efficient way. Therefore,
option B is the correct answer, as 1t lists the correct components of the [2A2 design methodology. Option A is incorrect, because
apps are not a component of the I2A2 design methodology, but a source of actions that can be used in the playbook. Option C is
incorrect, for the same reason as option A.

Option D is incorrect, because assets are not a component of the [2A2 design methodology, but a configuration of app credentials
that can be used in the playbook.

1: Use a playbook design methodology in Administer Splunk SOAR (Cloud)

The 12A2 design methodology is an approach used in Splunk SOAR to structure and design playbooks. The acronym stands for
Inputs, Interactions, Actions, and Artifacts. This methodology guides the creation of playbooks by focusing on these four key
components, ensuring that all necessary aspects of an automated response are considered and effectively implemented within the
platform.

M #106
Why is it good playbook design to create smaller and more focused playbooks? (select all that apply)

A. Reduce large complex playbooks which become difficult to maintain.
B. Encourages code reuse in a more compartmentalized form.

C. To avoid duplication of code across multiple playbooks.

D. Reduces amount of playbook data stored in each repo.

EfE: A. B. C
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