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WGU Information Technology Management QGC1 Sample Questions (Q91-
Q96):
NEW QUESTION # 91 
How should leaders promote ethical IT behavior among employees?

A. By providing regular training on ethical expectations
B. By covering ethics briefly during initial onboarding
C. By assigning responsibility for ethics to individual departments
D. By relying on team leaders to address ethical concerns informally
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Answer: A

Explanation:
Leaders should promote ethical IT behavior by providing regular, ongoing training that communicates expectations, reinforces values,
and keeps employees updated on evolving ethical standards and issues. Continuous training fosters a culture of integrity and
accountability.
Option A: Incorrect, ethics should be an organization-wide responsibility, not siloed in departments.
Option C: Incorrect, a one-time onboarding session is insufficient for maintaining ethical awareness.
Option D: Incorrect, relying informally on team leaders does not ensure consistent organization-wide ethical practices.
Thus, the best approach is regular training on ethical expectations.
Reference:
WGU Information Technology Management - IT Governance and Ethics, section on Promoting Ethical IT Culture.

NEW QUESTION # 92 
A company wants to streamline operations and ensure that different departments can share information and coordinate decisions
using a unified digital platform.
Which type of software supports this goal?

A. Transaction processing system
B. Enterprise system
C. Data analysis platform
D. Project management

Answer: B

Explanation:
An Enterprise System is designed to integrate and manage the core business processes of an organization across different
departments within a single unified digital platform. It enables seamless information sharing, coordination, and communication across
functions such as finance, human resources, supply chain, sales, and customer service. By centralizing data and processes, enterprise
systems help eliminate silos, reduce duplication of effort, and ensure that decision-making is based on accurate, real-time
information.
* Option A (Project management) is incorrect because project management software is intended for scheduling, task tracking, and
collaboration on specific projects, not for cross-departmental integration of business processes.
* Option C (Transaction processing system) is incorrect because a TPS is designed to handle day-to- day business transactions
efficiently, such as order entry or payroll, but does not integrate operations across departments.
* Option D (Data analysis platform) is incorrect because while data analysis platforms provide insights and support decision-making,
they do not unify business processes or coordinate operations across multiple departments.
The Enterprise System, often in the form of Enterprise Resource Planning (ERP), is the correct solution because it streamlines
operations, promotes cross-departmental collaboration, and supports integrated decision-making in line with organizational strategy.
Reference:Information Technology Management Study Guide - Enterprise Systems and Business Process Integration (WGU ITM
Core Curriculum).

NEW QUESTION # 93 
What is a preliminary concern when moving disaster recovery operations to the cloud?

A. Limited visibility into system performance
B. Regulatory challenges in some regions
C. Multiple delays in data access during outages
D. Backup processes are interrupted

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When planning to move disaster recovery (DR) operations to the cloud, a preliminary concern is ensuring that the solution complies
with legal and regulatory requirements, especially those involving data residency, data protection, and industry-specific regulations.
Different countries and regions may enforce rules about where data can be stored and processed, and how it must be protected in
the cloud.
Organizations must evaluate whether the chosen cloud provider's regions, services, and controls can meet these regulatory



challenges, or whether some jurisdictions restrict the use of cloud-based DR for certain types of data.
Option A (multiple delays in data access during outages) is a performance concern, but it is not typically the first or primary planning
concern compared to compliance and legal issues.
Option C (limited visibility into system performance) can be an operational concern, but it is generally addressed after feasibility and
compliance are considered.
Option D (backup processes are interrupted) describes an operational problem, not a planning-stage concern inherent to moving DR
to the cloud.
Therefore, the regulatory challenges in some regions are a key preliminary concern when shifting disaster recovery operations to
cloud infrastructure.
Reference:

NEW QUESTION # 94 
Which type of logical data structure uses graphics to illustrate relationships among data elements?

A. Integration
B. Structured query language
C. Relational database model
D. Data model

Answer: D

Explanation:
* Understanding Data Models:
* Adata modelis a logical data structure that uses visual representations (e.g., diagrams) to illustrate relationships among data
elements.
* It helps in organizing data and defining how various entities interact within a database system.
* Application in the Scenario:
* The use of graphics to illustrate data relationships aligns with the concept of a data model.
* Examples include entity-relationship diagrams (ERDs) and conceptual models.
* Why Other Options Are Incorrect:
* Option A (Integration):Integration connects systems or data sources but does not represent data relationships graphically.
* Option B (Structured Query Language):SQL is used for querying and managing databases, not visualizing data structures.
* Option D (Relational database model):This defines a specific type of database architecture but does not inherently involve
graphics.
References:
* Data Modeling Concepts - IBM Documentation
* Entity-Relationship Modeling Explained - Oracle Whitepaper

NEW QUESTION # 95 
An attacker uses a guest account to exploit a weakness that enables the attacker to change access rights and alter user account
information. Which type of attack is described?

A. Elevation of privilege
B. Packet tampering
C. Spoofing
D. Hoaxing

Answer: A

Explanation:
* Definition of Elevation of Privilege Attack:
* This attack occurs when an attackerexploits vulnerabilitiesin systems to escalate their permissions beyond what they are authorized
for, gaining access to sensitive data or control over the system.
* Example in the Scenario:
* The attacker uses aguest account, a low-privilege account, to exploit a system weakness and escalate their privileges, altering user
account information.
* Incorrect Options Analysis:
* A. Packet tampering:Involves altering data packets, not access rights.
* B. Spoofing:Involves impersonation, not privilege escalation.



* D. Hoaxing:Refers to deceptive scams, unrelated to access rights.
References and Documents of Information Technology Management:
* "Cybersecurity Vulnerabilities and Exploits" (CIS Controls).
* ITIL Risk Management Framework (Axelos).
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