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NEW QUESTION # 56 
Which statement about FortiSASE and SAML is true? (Choose one answer)
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A. FortiSASE acts as the SP, relies on an external IdP, and can use SAML group matching.
B. FortiSASE includes IdP functionality and uses it for SAML group matching.
C. FortiSASE supports SAML login but cannot use SAML group matching.
D. FortiSASE acts as the IdP and can perform SAML group matching internally.

Answer: A

Explanation:
FortiSASE utilizes Security Assertion Markup Language (SAML) to provide a seamless Single Sign-On (SSO) experience for
remote users connecting to the cloud infrastructure.
* Role Identification: In a SAML exchange, FortiSASE functions as the Service Provider (SP). It relies on an external Identity
Provider (IdP)-such as Microsoft Entra ID (formerly Azure AD), Okta, or FortiAuthenticator-to authenticate the user's identity and
provide security assertions.2
* SAML Group Matching: One of the core features of the FortiSASE SAML implementation is the ability to perform group
matching. During the authentication process, the IdP sends a SAML assertion that typically includes an "Attribute Statement"
containing the user's group memberships.3 FortiSASE captures this attribute and matches it against locally defined SAML user
groups.
* Policy Enforcement: This group matching capability is critical because it allows administrators to apply different Security Internet
Access (SIA) or Secure Private Access (SPA) policies based on the user's role (e.g., "Marketing" vs. "Finance") rather than
managing individual users manually.
* Analysis of Incorrect Options: * Options C and D are incorrect because FortiSASE does not natively act as a SAML IdP; it is
designed to consume assertions from professional identity management platforms.
* Option B is incorrect because FortiSASE fully supports and relies upon group matching for enterprise-scale policy management.

NEW QUESTION # 57 
Refer to the exhibit. The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.
What are two possible explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.
B. The private access policy must be to set to log Security Events.
C. The inline-CASB application control profile does not have application categories set to Monitor.
D. Certificate inspection is not being used to scan application traffic.

Answer: A,D

Explanation:
A high percentage of unknown applications often indicates that encrypted traffic is not being properly inspected. Without certificate
inspection or deep inspection, FortiSASE cannot decrypt and analyze HTTPS traffic to identify applications, resulting in them being
classified as
"unknown."

NEW QUESTION # 58 
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be assigned to endpoint profiles based on user groups.
B. Zero-trust tags can help monitor endpoint system resource usage.
C. Zero-trust tags can determine the security posture of an endpoint.
D. Zero-trust tags can be used to allow or deny access to network resources.

Answer: C,D

Explanation:
Zero-trust tags assess endpoint compliance based on defined posture rules and are used in access policies to control whether a
device is permitted or denied access to specific network resources.

NEW QUESTION # 59 



What is the maximum number of Secure Private Access (SPA) service connections (SPA hubs) supported in the SPA use case?
(Choose one answer)

A. 0
B. 1
C. 2
D. 3

Answer: A

Explanation:
In recent versions of FortiSASE (starting from version 24.4 and later), the platform has increased its scalability to support larger
enterprise environments.
* Maximum Hub Support: According to the FortiSASE Mature Administration Guide and the FortiSASE 25.3.148 Feature Release
Notes, administrators can now configure a maximum of 12 SPA Service Connections (SPA hubs). Previously, this limit was
restricted to 4 hubs.
* Scalability for Large Enterprises: This enhancement allows organizations with complex, geographically dispersed networks-such as
those with multiple regional datacenters or cloud hubs-to integrate up to 12 distinct FortiGate SD-WAN hubs into their SASE
infrastructure.
* Service Connection Licensing: Each SPA hub requires a dedicated FortiGate SPA Service Connection license. In MSSP
environments using FortiCloud Organizations, a single FortiSASE instance can inherit these licenses from a root OU, supporting up
to the same cumulative maximum of
12 service connections.
* Routing and Performance: These 12 hubs form the "Private Access" backbone, where FortiSASE security PoPs act as spokes.
The use of BGP (either per-overlay or on loopback) ensures that traffic is dynamically routed to the optimal hub based on the
destination network and defined SLA priorities.

NEW QUESTION # 60 
A Fortinet customer is considering integrating FortiManager with FortiSASE. What are two prerequisites they should consider?
(Choose two answers)

A. Placing FortiManager in the same FortiCloud account as FortiSASE.
B. Adding a FortiManager connection add-on license to FortiSASE.
C. Running a FortiManager version that is supported by FortiSASE.
D. Reducing the number of FortiSASE PoPs that support FortiManager.

Answer: A,C

Explanation:
Integrating FortiManager with FortiSASE allows for central management of configuration objects like addresses and5 security
6profiles. For this integration to function correctly, the following key prerequisites must be met:
* Same FortiCloud Account: A fundamental requirement for the integration is that both 10the FortiSASE instance and the
FortiManager (whether physical, VM, or Cloud) must be registered under the same FortiCloud (FortiCare) account. This common
identity allows the platforms to securely discover and authorize each other for synchronization.
* Supported Firmware Version: The FortiManager must run a firmware version that is compatible with the FortiSASE release.
According to the FortiSASE 25 Enterprise Administrator Study Guide, FortiManager version 7.4.4 or later is generally required to
support the specific API connectors and object synchronization logic used by current FortiSASE environments. Using an
unsupported version may result in synchronization failures or missing configuration features.
* Management Logic: Once these prerequisites are met, the administrator can enable "Central Management" in the FortiSASE
portal. This creates a one-way synchronization where FortiManager acts as the source of truth for objects like Security Profile
Groups, ensuring consistent security posture across both the SASE cloud and on-premises FortiGates.

NEW QUESTION # 61
......
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