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cybersecurity. GPEN exam is designed to validate and assess the knowledge and skillset of cybersecurity professionals who are
tasked with identifying vulnerabilities and potential security threats in computer systems, networks, and applications.

GIAC Certified Penetration Tester Sample Questions (Q244-Q249):
NEW QUESTION # 244 
A customer has asked for a scan or vulnerable SSH servers. What is the penetration tester attempting to accomplish using the
following Nmap command?

A. Checking protocol version
B. Checking operating system version
C. Running an exploit against the target
D. Checking configuration

Answer: A

NEW QUESTION # 245 
What concept do Rainbow Tables use to speed up password cracking?

A. Disk Recall Cracking
B. Fast Lookup Crack Tables
C. Memory Swap Trades
D. Time-Memory Trade-off

Answer: D

Explanation:
Section: Volume A
Explanation/Reference:
http://en.wikipedia.org/wiki/Space%E2%80%93time_tradeoff

NEW QUESTION # 246 
Which of the following is an open source Web scanner?

A. Internet scanner
B. NetRecon
C. GFI LANguird
D. Nikto

Answer: D

NEW QUESTION # 247 
Which of the following are the countermeasures against WEP cracking?
Each correct answer represents a part of the solution. Choose all that apply.

A. Using a non-obvious key.
B. Using the longest key supported by hardware.
C. Changing keys often.
D. Using a 16 bit SSID.

Answer: A,B,C

Explanation:
Topic 4, Volume D



NEW QUESTION # 248 
What will the following scapy commands do?

A. Perform a SYN scan against ports 80 through 8080 for all hosts on the192.168.1.0/24 network.
B. Combine the answered and unanswered results of a previous scan into the sr(packet)variable.
C. Perform a SYN-ACK scan against TCP ports 80 and 8080 for all hosts on the192.16S.1.0/24 network.
D. Perform a SYN-ACK scan against TCP ports 80 and 3080 on host 192.168.1.24.

Answer: C

NEW QUESTION # 249
......
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