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o Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze

FE 1 ifrastructure performance, set maintenance windows, and design custom dashboards. They are also

expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore

operations to maintain optimal system performance.

e Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systens such as Omegamon, [TM, and ITCAM, as

FrE2 well as external platforns like Prometheus and Grafana. The section also includes configuring alert

channels, automation actions, and utilizing the Instana REST API to support customized workflows and

data visibility.
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¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on

resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
153 debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
nstallation prerequisites, the architectural design of Instana for on-premises environments, and the platform
FE A4 core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
inplementation.

¢ Installation: This section of the exam measures the skills of System Implementation Specialists and focuses

on installing and deploying Instana across different environments. It includes installing the Instana backend,
S deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate
their ability to implement Synthetic Monitoring and manage Points of Presence (PoPs) effectively for end-
to-end performance validation.

¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It nvolves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
TH 6 will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.
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i =8 #38
What prevents Ansible actions from manual deletion within Instana?

A. Actions have been imported.

B. There is no name specified on the action.
C. The action is active.

D. Default Actions cannot be deleted.

ZX: D

i RE LB -

IBM Instana documentation is explicit: some action definitions, including default and built-in (such as Ansible) actions supplied by the
platform, cannot be manually deleted by users or admins. It states: "Default Actions-including Ansible integration actions pre-defined
by Instana-are protected from manual deletion to ensure availability and platform integrity." This ensures that core automation
mntegrations remain finctional and the baseline for remediations, regardless of user error or misconfiguration. Custom or imported
actions can be removed, but defaults-tagged as such in the Ul-are non-removable, safeguarding operational continuity and
maintaining standardized integrations across manual and automated workflows. Active status or name presence does not impact
deletion ability; it is the default/built-in status (D) that enforces this lock.
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‘Which two filters can be used in scheduling maintenance windows to mute affected entities?

A. Smart Alerts

B. Scope based

C. Dynamic Focus

D. Application Perspective
E. Custom Entity

EX: BD

it BB -

Scheduling maintenance windows in IBM Instana Observability allows teams to define planned downtimes or service windows
without triggering false alerts. The official documentation specifies two filter types usable during maintenance scheduling: Scope
Based and Application Perspective filters. The text explains: "Maintenance windows can be specified using Scope definitions or
Application Perspectives, limiting alert muting to entities directly involved." Scope filters allow inclusion or exclusion based on
infrastructure boundaries like hosts, clusters, or datacenters. Application Perspective filters focus on topological groupings of
services representing business or application domains. By combining these filters, teams can ensure precision-muting only relevant
sensors, metrics, or dependencies during upgrades or patching periods-while preserving alert integrity elsewhere. This capability
avoids alert fatigue and maintains service accountability. Dynamic focus and Smart Alerts are response layers on active alerts rather
than maintenance control objects, while Custom Entity filtering is not defined in Instana's scheduled mantenance configuration model

FIRE #40
What is mandatory to use Instana REST APIs?

A. Python
B. Token
C. CURL
D. Cookie

EX: B

e

Access to Instana's REST API is secured using authorization tokens-an industry-standard best practice for API authentication and
traceability. IBM documentation says: "A personal or team API token is required to authenticate REST API calls." Tokens serve as
credentials embedded in HTTP headers on each request, providing both identity and access control for the API consumer. Tokens
are mandatory; without a valid token, any API requests are denied with a 401 Unauthorized error, regardless of whether a tool
(such as CURL) is used. Tokens can be scoped for individual users (personal tokens) or teams (team tokens), enabling granular
tracking and revocation as part of enterprise security policies. API tokens are generated from the Instana Ul under the profile or
team section. Cookies and raw client libraries (e.g., Python) are not authentication methods for Instana APIs.

FIRE #41
What is the default folder used to install Instana agent in Linux?

A. var/lib/instana

B. /etc/default/instana

C. /opt/instana/agent/etc/
D. /opt/mstana/agent

ZE: D

f R A«

IBM Instana installation and agent management documentation specifies: "By default, the Instana agent is installed to the
/opt/instana/agent directory on Linux hosts." All primary binaries, configuration, and logs are contained within this root directory,
though logs and runtime data are often symlinked or forwarded to standard system directories for rotation. Management scripts and
configuration files reside inside this path as well-subdirectories like /etc/ and /data/ are located under /opt/instana/agent. This default
directory ensures a consistent and predictable layout across distributions and matches enterprise Linux filesystem standards for third-
party agents. Other directories listed (A, B, D) are for data or environment references but are not the root install directory.



PR #42
‘What happens when multiple agent configuration files are created and put alongside the main configuration. yaml?

A. An error is thrown since only one configuration file is allowed at any time.
B. All configuration files are merged in alphabetical order.

C. Only the first file is processed while other files are silently ignored.

D. The configuration file is read in alphabetical order.

ZE: D

fEERE S«

IBM Instana Observability's agent supports modularized configuration through multiple YAML configuration fragments within its
configuration directory. As described in the documentation: "When multiple configuration files exist alongside the main
configuration.yaml, the agent reads each in alphabetical order and applies configurations sequentially." This mechanism supports
composable and layered configuration management, allowing base settings in configuration.yaml to be overridden or extended by
secondary fragments. The key design principle is deterministic merge order-guaranteeing predictable configuration hierarchies across
deployments. This method improves maintainability in large environments by facilitating separation of sensitive and technology-
specific settings while maintaining a consistent merge process. IBM warns not to name muttiple files with overlapping keys unless
mtentional overrides are desired. The merge is additive and case-sensitive, processed lexicographically, providing administrators
both flexibility and traceability for troubleshooting and auditing. There is no error generated when multiple files are present; rather,
Instana agent gracefully integrates them during initialization, a behavior that promotes advanced configuration modularity for complex
deployments.
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