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HP #45
Which practice helps strengthen an incident response team?
Response:

¢ A. Conducting regular traming and simulation exercises
¢ B. Assigning security responsibilities only to IT staff
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¢ (. Watiting for an actual incident before training team members
¢ D. Focusing only on external threats while ignoring internal risks

EfE: A

I #46

Which factors should be considered when assessing the impact of a security incident?
(Select two.)

Response:

A. The time it takes to detect the incident

B. The financial cost of the incident

C. The popularity of the impacted organization
D. The affected systems and data

Eﬁ: B\ D

B #47
Which of the following security measures helps detect and block phishing emails?
Response:

A. Implementing SPF, DKIM, and DMARC
B. Disabling emnil filtering

C. Enabling emmil encryption

D. Configuring email forwarding rules

Ef: A

B #48

Which steps should be taken after an incident is resolved?
(Select two.)

Response:

A. Ignoring the incident since it has been resolved

B. Keeping vulnerabilities unpatched for flrther observation

C. Conducting post-mortem analysis and improvement planning

D. Updating security policies and controls based on lessons learned

IEf#E: C. D

R #49

Your organization experiences a suspected ransomware attack affecting critical business systems. As the incident response lead,
what should be your first step in the incident assessiment process?

Response:

A. Immediately shut down all servers to stop the attack

B. Restore affected systens fiom the last available backup

C. Identify and classify the incident based on severity and impact
D. Report the attack to all stakeholders, including customers

F
R

: C

HR #50
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