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HM #35
In addition to defining the Rule Name and Severity Level, which step or set of steps accurately reflects how an analyst should
configure an indicator prevention rule before reviewing and saving it?

¢ A Filter and select indicators of any type.
¢ B. Select profiles for prevention.
Filter and select one or more file, IP address, and domain indicators.
e (. Filter and select file, IP address, and domain indicators.
e D. Select profiles for prevention.
Filter and select one or more SHA256 and MD5 indicators.
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An analyst is responding to a critical incident involving a potential ransomware attack. The analyst immediately initiates full isolation
on the compromised endpoint using Cortex XSIAM to prevent the malware from spreading across the network. However, the
analyst now needs to collect additional forensic evidence from the isolated machine, including memory dumps and disk images,
without reconnecting it to the network.

‘Which action will allow the analyst to collect the required forensic evidence while ensuring the endpoint remains fully isolated?

A. Collecting the evidence manually through the agent by accessing the machine directly and running "Generate Support File"
B. Disabling full isolation temporarily to allow forensic tools to commumicate with the endpoint

C. Using the management console to remotely run a predefined forensic playbook on the associated alert

D. Using the endpoint isolation feature to create a secure tunnel for evidence collection

EfE: A
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In situations where full isolation is enabled on an endpoint, all network communication is completely restricted. To ensure that the
endpoint remains isolated while still obtaining forensic evidence such as memory dumps or disk images, the analyst needs to use
manual collection via the agent directly on the machine. The "Generate Support File" feature within the agent allows analysts to
locally gather detailed forensic data without breaking network isolation.

This manual method ensures the endpoint does not reconnect or communicate externally, maintaining strict isolation for security
purposes.

"In endpoint isolation mode, network commumication is completely blocked. Analysts should utilize the local 'Generate Support File'
function on the agent to collect forensic data while maintaining full isolation."

R #37
Which of the following best defines a Cortex Data Model (XDM)?
Response:

A. A policy validation tool

B. A script engine for executing remediation

C. A user-specific threat intelligence feed

D. A predefined schema for organizing and querying telemetry data

IEf#: D
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In addition to defining the Rule Name and Severity Level, which step or set of steps accurately reflects how an analyst should
configure an indicator prevention rule before reviewing and saving it?

A. Filter and select indicators of any type.

B. Filter and select one or more SHA256 and MD5 indicators

C. Filter and select one or more file, IP address, and domain indicators.
D. Select profiles for prevention

E. Filter and select file, IP address, and domam indicators.

F. Select profiles for prevention

_EE%: C\ D
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(Both steps together are needed for accurate configuration: "Filter and select one or more file, IP address, and domain indicators."
AND "Select profiles for prevention") The correct steps are tofilter and select one or more file, [P address, and domain
indicators(C) and then select profiles for prevention(D).

‘When configuring an indicator prevention rule in Cortex XSIAM/XDR, after naming the rule and setting its severity, the analyst
should:

* Filter and select the specific indicators(e.g., file hashes, IP addresses, domains) that are to be blocked or prevented.

* Select the appropriate endpoint profiles or groupswhere the rule should be enforced for active prevention.

"Before saving an indicator prevention rule, filter and select the relevant indicators (file, IP address, and domain), then assign the
prevention profiles that will enforce the rule on endpoints." Document Reference:EDU-270c-10-lab-guide 02.docx (1).pdf
Page:Page 16-17 (Endpoint Policy Management section)

B #39

An alert contains the featured fields "User: JohnDoe" and "File Hash: e4£7...". These help you:
(Choose two)

Response:

A. Identify relevant asset or identity context
B. Quickly pivot to related threat intelligence
C. Automatically score the incident

D. Exclude the alert from processing

Ef#: A. B
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