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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q63-Q68):

NEW QUESTION # 63
What is the primary finction of the telemetry pod added to each node when telemetry is enabled in Portworx?

e A To monitor the health of the node.
¢ B. To manage network configurations.
¢ C. To upload Portworx diagnostics to Purel.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

When telemetry is enabled, Portworx deploys a telemetry pod on each node whose primary function is to collect diagnostic and
performance data and securely upload it to Purel, Pure Storage's cloud-based management and analytics platform. This pod gathers
metrics such as resource utilization, error rates, and configuration changes, enabling proactive monitoring and predictive analytics.
The data helps Purel provide customers with actionable insights, alerting, and automated support features, improving cluster
reliability and reducing operational overhead. The telemetry pod does not directly monitor node health (which is the role of other
compornents) nor manage network settings; its focus is on data collection and commumication with Pure1. Official Portworx telemetry
documentation highlights this pod as critical for enabling cloud-based health monitoring and customer support enhancements [ Pure
Storage Portworx Telemetry Guide source] .

NEW QUESTION # 64
An infrastructure admin is troubleshooting a Portworx node that is down.
‘What should be run first to check the Kubernetes cluster status?

¢ A journalctl -u kubelet to identify the problem on the node.
¢ B. kubectl get node -0 wide to ensure cluster nodes are in the Ready status.
e C. pxctl status to check the status of Portworx on the node.

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

‘When troubleshooting a Portworx node that appears down, the first step is to verify the overall Kubernetes cluster health,
particularly the node's readiness. Running kubectl get node -0 wide provides detailed information about all cluster nodes, including
therr status, roles, and network details. Ensuring the affected node is marked "Ready" or identifying any abnormal conditions helps
isolate whether the problem s at the Kubernetes level or specific to Portworx. Ifthe node is not Ready, issues may lie with
Kubernetes components or node-level hardware/network problens. After confirming node status, further mvestigation using pxctl
status or examining kubelet logs with journalctl can pmpoint Portworx-specific or system-level failures. Portworx operational best
practices recommend starting with Kubernetes node health checks before delving into Portworx or system logs to effectively triage
issues [ Pure Storage Portworx Troubleshooting Guide source] .

NEW QUESTION # 65
An administrator deploys Portworx in the "portworx" namespace.
What command should the administrator use to check status of only the Portworx pods?

e A kubectl -n portworx get pods -1 name=portworx
e B. kubectl -n portworx get storagecluster
e C. kubectl -n portworx get pods -o wide

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To view the status of only Portworx pods within the "portworx" namespace, administrators should use label selectors with kubectl.



The command kubectl -n portworx get pods -1 name=portworx filters pods by the label name=portworx, showing only pods related
to the Portworx deployment. This is more precise than simply listing all pods with -o wide, which includes unrelated pods. Checking
Portworx pods' status is crucial for monitoring cluster health, identifying pod restarts, or troubleshooting failures. The Portworx
nstallation manifests and documentation specify labels applied to Portworx pods, enabling operators to filter efficiently. Using this
command supports focused operational monitoring and streamlined debugging within Kubernetes environments running

Portworx [ Pure Storage Portworx Kubernetes Guide source] .

NEW QUESTION # 66
‘When utilizing volume encryption, what is a supported external key manager?

e A Static keys stored in an S3 bucket
¢ B. Hashicorp Vault
¢ C. Microsoft Key Management Services

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Hashicorp Vault is a widely supported external Key Management System (KMS) mtegrated with Portworx for volume encryption. It
offers robust capabilities including secure key generation, storage, rotation, and access control, making it well-suited for managing
encryption keys in enterprise environments. Integrating Portworx with Hashicorp Vault enables automated and secure key retrieval
during volume provisioning and use, ensuring compliance with security policies and regulations. Unlike static keys stored in S3
buckets, which lack dynamic security controls, Hashicorp Vault provides granular policy enforcement and audit logging. Microsoft
Key Management Services (KMS) is not currently supported as an external KMS for Portworx encryption. Portworx security
documentation emphasizes Hashicorp Vault's importance in maintaining secure key lifecycle management for encrypted volures,
highlighting it as the preferred KMS solution in mutlti-cloud and hybrid environments [ Pure Storage Portworx Security Guide
source] .

NEW QUESTION # 67
An administrator wants to check the size, availability, and usage of all pools in the cluster.
Which command should the administrator use?

e A pxctl cluster provision-status
¢ B. pxctl service pool show
e C. kubectl get storagecluster

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

To view detailed information about storage pools in a Portworx cluster-including size, availability, usage, and health-administrators
should use the command pxctl service pool show. This CLI command provides a comprehensive overview of all storage pools
configured on cluster nodes, including pool IDs, device names, pool sizes, free space, and status. It helps administrators monitor
resource utilization, detect degraded pools, and plan capacity expansions. While kubectl get storagecluster shows the overall cluster
CRD status and pxctl cluster provision-status shows provisioning status, neither provides detailed pool-level insights. Portworx's
operational documentation recommends pxctl service pool show as the definitive command for monitoring pool resources and
ensuring storage health across the cluster [ Pure Storage Portworx CLI Guide source] .

NEW QUESTION # 68
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