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Topic Details
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NEW QUESTION # 34
Refer to the exhibit.

‘Which command must you use to configure the worker node? (Choose one answer)

A. he-worker -a -s10.25.1.30 -p<password>
B. he-worker -a -s10.75.1.254 -p<password>
C. he-worker -a -s10.50.1.30 -p<password>
D. he-worker -a -s10.25.1.50 -p<password>

Answer: D

Explanation:

From the High Availability and Management lesson, the Study Guide states:

"You must configure the HA group name, password, and the cluster virtual IP. The worker nodes provide load balancing, The
primary node distributes scan jobs to the worker nodes."

"You must configure the HA group name, password, and the virtual [P only on the primary node... Devices will interact with the
cluster using this virtual IP." From the exhibit topology:

Cluster Virtual IP address = 10.25.1.50

Primary Node portl = 10.25.1.30

Secondary Node portl = 10.25.1.40

Worker Node portl =10.75.1.10

The worker node must be configured to pomnt to the Cluster Virtual IP (10.25.1.50), not the individual primary node IP. This is
because worker nodes join the cluster by connecting to the cluster virtual [P address.

Therefore the correct command is: he-worker -a -s10.25.1.50 -p<password>

NEW QUESTION # 35

Refer to the CLI configuration below.

set device-authorization -a

How will FortiSandbox authorize new FortiClient devices after this command? (Choose one answer)

A. When a new FortiClient registers, FortiSandbox will authorize it automatically.

B. When a new device other than FortiClient registers, FortiSandbox will authorize it automatically.

C. When a Fabric device is not authorized, FortiSandbox will authorize it autormatically.

D. When a new FortiClient registers, it inherits authorization status from the managing EMS or FortiGate.

Answer: A

Explanation:

The Study Guide explains the default behavior first: "You must authorize FortiClient EMS on FortiSandbox. FortiSandbox
automatically authorizes all FortiClient endpoints managed by an authorized FortiClient EMS." It then adds the key point for this
question: "To change the default FortiClient authorization behavior, use the command shown on this slide to authorize FortiClient
endpoints using FortiSandbox CLI. By default, FortiClient inherits its authorization status from the managing EMS or FortiGate."
Because the question specifically shows the CLI command set device-authorization -a, it is asking about the behavior after changing
the default. The default inheritance model described in option A applies before the override. After this command, FortiSandbox is
set to authorize FortiClient endpoints directly and automatically, which makes C the correct answer. Option B is incorrect because
the command is specifically about FortiClient endpoints, not other devices in general. Option D is too broad and does not match the
Study Guide's explanation, which is limited to FortiClient authorization behavior.

NEW QUESTION # 36
Refer to the exhibit.

Which command must you use to configure the FortiSandbox device as the primary node? (Choose one answer)

A. he-settings -si iport] -a10.25.1.50
B. he-settings -si iport] -a10.25.1.254
C. he-settings -si iport] -a10.25.1.40
D. he-settings -si iportl -a10.25.1.30

Answer: A



Explanation:

The exhibit labels 10.25.1.50 as the cluster virtual IP address. The Study Guide explains that in HA configuration, "You must
configure the HA group name, password, and the virtual IP only on the primary node." It also says: "'You must also configure an
external interface for external communication and an IP address that will be used as a virtual IP for the whole cluster. Devices will
interact with the cluster using this virtual IP." That is why the command for the primary node must point to the cluster virtual IP, not
to the individual port! addresses of the primary, secondary, or upstream firewall. In the exhibit, 10.25.1.30 is the primary node's
own portl IP, 10.25.1.40 is the secondary node's portl IP, and 10.25.1.254 is the network device. The only address that matches
the required cluster virtual IP is 10.25.1.50, so the correct command is he-settings -si iport1 -a10.25.1.50.

NEW QUESTION # 37
Which three actions does FortiSandbox perform when it is integrated with FortiMail for advanced threat protection (ATP)? (Choose
three answers)

A. Tt queues email during analysis.

B. It updates FortiGuard databases.

C. It analyzes file and URL objects.

D. It assigns and returns a rating for analyzed objects.
E. It submits objects for sandbox scanning.

Answer: A,C,D

NEW QUESTION # 38

There is a connectivity problem between FortiSandbox and the FortiGuard distribution servers. You observe that a firewall located
between FortiSandbox and the internet allows traffic on ports TCP/4443, UDP/8888, and UDP/53. What is the cause of the issue?
(Choose one answer)

A. They must allow UDP 514 out
B. They must allow TCP 8890 out
C. They must allow TCP 443 out
D. They must allow UDP 443 out

Answer: C

Explanation:

From the Deployment and System Settings lesson, the Study Guide states:

"The test-network command checks FortiGuard services as its last set of validation tests. These include the FortiGuard distribution
network (FDN) accessibility, FDN contract expiration, web filtering service, and the community cloud service. All these FortiGuard
services should be reachable and valid for FortiSandbox to be effective."

"The diagnose-debug fdn command provides details around FortiSandbox and the FortiGuard Distribution Network (FDN)
communication and updates." FortiGuard Distribution Network (FDN) commumication requires TCP/443 for HTTPS-based update
and licensing communication. The current firewall rules allow TCP/4443 (API/management), UDP/8888 (FortiGuard queries), and
UDP/53 (DNS), but TCP/443 is missing - which is the standard port required for FortiGuard FDN connectivity and license
validation.
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