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Set configuration context:

Context

As a Kubernetes application developer you will often find yourself needing to update a running application.

Task

Please complete the following:

* Update the app deployment in the kdpd00202 namespace with a maxSurge of 5% and a maxUnavailable of 2%
* Perform a rolling update of the web1 deployment, changing the Ifcencfngnx image version to 1.13

* Roll back the app deployment to the previous version

e A Solution:

B8 Readme  >_ Web Terminal EITHELINUX FOUNDATION

B@Readme »_ Web Terminal 1 THELINUX FOUNDATION

1dfa2527-5cel-46a9-8dd3-e24643d3celd

lfcencf/nginx:1.13
IfNotPresent

nginx




L CITHELINUX FOU!

loyment app -n kdpdl02032

llout status depl it app =n kdpd00202
* rollout cut of 10 new roffl Beo@ have updated...
Lout 1 out 0 ol Befilufins have
£ ut ofE0 nek
Su
N B w I
T “BE 1 -
But of 10 new
ut new rep s hawe updated. ..
ot 10 new z ss have besen updated..
cut of 10 new repli have bean
£ new r i
slicas & -
updated replicas ar

updated replicas
kdpd0OZ02

status deployment n kdpd00202
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10 new repli have been updated.
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for deployment ini 1Mo opl have been updated.
Waiting for deployment J ! inish: 7 18 nEw repl have been updated.
Wai for deployment * " rolleut te ini : 7 o W new replicas have been updated.

Wai for deployment rollout ini 10 new repli have been updated.
Wai g for deployment * " rollout 1 Wt of 10 new replic have been updated.
for deployment " rollout i I o of 10 new replicas have been updated.
or deployment rollout t i ld replicas are g termination...
for deployment lout t Mish: old replicas are 1 termination...
for deployment rolloyt Tni old replicas are pending termination.
for deployment "app™ rollBye ® i 8 o 0 updated replicas are available.
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student@node-1:~5% I

e B. Solution:

B8 Readme  >_ Web Terminal EETHELINUX FOUNDATION

do-1:~F hubsecrl sdie >y aplh Sn zoz]]

BAReadme > Web Terminal 1 THELINUX FOUNDATION

1dfal2527-5cél-4€a9%-8dd3-e24643d3celd

lfccencf/nginx:1.13
IfNotPresent

nqi i




B Readme  ». Web Terminal ( CITHELINUX FOUNDATION

HE: A

EE #173

You are building a microservices application on Kubernetes, where two services, and 'service-b' , need to comnunicate with each
other securely. 'Service-b' needs to expose a secure endpoint that is only accessible by 'service-a'. Describe how you would
implement this using Kubernetes resources, including the configuration for the 'service-b' endpoint.

-

MY

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define a Kubernetes Secret:

- Create a Kubernetes secret to store the certificate and key pair for 'service-W. This secret will be used to secure the
communication.

- Exanple:

apiVersion: vl
kind: Secret
metadata:

name: servicesb-tls
E{Hgamyﬂpernetes+ioftls
data:

tls. ciss
tls.key:

2. Configure 'service-b' Deployment: - Define a Deployment for 'service-b' , specifying a container that uses the secret for TLS. -
Ensure that the container has the required dependencies and configuration to use TLS. - Example:



apiVersion: apps/vl
kind: Deployment
metadata:
name: service-b-deployment
spec:
replicas: 1
selector:
matchlLabels:
app: service-b
template:
metadata:
labels:
app: service-b
spec:
containers:
- name: %Service-b
image: your-image:latest
ports:
- containerPort: 8443
volumeMounts:
- name: service-b-tls
mountPath: /var/tls/
volumes:
- name: service-b-tls
secret:

i 5 tName: service-b-tls
LINUX

3. Define a Kubernetes Service for 'service-b'." - Create a Service for 'service-b' that exposes the secure endpoint on a specific port
(e.g, 8443) and uses the LoadBalancer' type for external access. - Use the 'targetPort' field to specify the container port that
'service-b' is listening on. - Example:

apiVersion: vl
kind: Service
metadata:
name: service-b-service
spec:
type: LoadBalancer

ports:
- protocals” TCP 1L|NU
porti 8443
targetPort: 8443
selector:
app: service-b

4. Configure 'service-a' Deployment: - Define a Deployment for 'service-a', specifying a container that uses the secret for TLS when
comnecting to service-W. - Exanple:



apiVersion: apps/vl
kind: Deployment
metadata:
name: service-a-deployment
spec:
replicas: 1
selector:
matchlLabels:
app: service-a
template:
metadata:
labels:
app: service-a
spec:
containers:
- name: service-a
image: yOur®image:latest
ports;
-reontainerPort: 8080
volumeMounts:
- name: service-b-tls
mountPath: /var/tls/
volumes:
- name: service-b-tls
secret:
secretName: service-b-tls

5. Update 'service-a' Container Configuration: - Within the 'service-a' container, ensure the application is configured to use the
certificate and key from the mounted volume ('Ivar/tls/") for secure communication with 'service-b'. 6. Verify Secure Communication:
- Use 'kubectl get pods' to check the status of both 'service-a' and 'service-W pods. - Test the communication between 'service-a'
and 'service-b' by sending requests from the 'service-a' pod to the secure endpoint of 'service-b'. - Verify that the communication is
secure and that 'service-a' can successfully access the endpoint. Notes: - You may need to adjust the port numbers and image
names in the examples to match your specific setup. - Make sure you have the certificate and key in the correct format and base64
encoded before creating the Secret. - You can also use other methods like a Service Account and Role-Based Access Control
(RBAC) to restrict access to the secure endpoint, if needed. - This is a simplified example and additional security measures may be
required based on your application's requirerments. ,

HE #174

You must switch to the correct

cluster/configuration context. Failu do-50
may result in a zero score. Lﬁl NUX
e § kubectl config use-¢

ontext skHs

Task:
1) First update the Deployment cka00017-deployment in the ckad00017 namespace:
Role userUl



2) Next, Create a NodePort Service named cherry in the ckad00017 nmespace exposing the ckad00017-deployment Deployment
on TCP port 8888 See the solution below.

Y-

Y.

Explanation

Solution:

Text Description automatically generated

Fle Egit View lerminal Tabs Help
ith the rel t

annotations
deployment . kubernetes.io/revision
Creat.on mestan
generation
b
app: ng
nane k
namespace 3
resourceVersion
uid: 1lcd67613-fade-46e9-b74
spec
progressDeadlineSeconds
replicas

matchLabels
app: nginx
strategy
rollingUpdate
maxSurge: 25
maxUnavailable
type: RollingUpdate
template
metadata
creationTimestamp
labels
-= INSERT --

Text Description autormatically generated

e EQIL VIEW ETTRal Faos neEp

matchLabels

app: nginx

1lable
inglUpdate
template
etadata
ionTimestamp

ports
containerPort:
prot L: TCP

resource {}

Text Description automatically generated
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HE #175
You are developing a new microservice that requires access to a database deployed in a different namespace. You want to
configure a ServiceAccount and RoleBinding to provide the necessary permissions for the microservice to connect to the database.

Y-

M.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a ServiceAccount:

- Create a ServiceAccount in the namespace where our microservice is deployed:

apiVersion: vl
kind: ServiceAccount

L JLINUX

metadata:
name: my-microsefvice-sa
HBMSFECQI rr.‘:,l-micraservice-ﬂamespace

2. Create a Role: - Create a Role in the namespace where the database is deployed, granting access to the database resources:

-}JA'UCI LI I W8 s QW LI AL T LAV MDD e AW WA
dnd: Role
ietadata:
name: my-database-access-role
namespace: my-database-namespace
ules:
apiGroups: [""]
resources: ["pods"”, “services", \"secrets"”]
verbs: ["get", "list", "watch®
ap:i.Gmu;Es? [“apps™] ] 3 Lﬂ N U X
resources: ["deployments" ]
verbs: ["get”, "list", "watch”, "create", "update”, "delete”]
apiGroups: ["batch™]
resources: ["jobs", "cronjobs"]

verbs: ["get". "list". "watch”. “create". "update". "delete”1 .
3. Create a ROleBinding;: - Create a RoleBinding in the database namespace to bind the Role to the ServiceAccount:




apiversion: . ization.k8s.io/vl
Cind: Rorestdila TN UK

metadata:

name: my—database—access@binding

namespace: my-databasw espace
roleRef: ()

apiGroup: rbac.au& zation.k8s,.io

kind: Role

name: my—datab‘_g%—access—r‘ole
subjects:
- kind: ServitgAccount

name: my-microservice-sa

namespace: my-microservice-namespace

4. Apply the Configuration: - Apply the created ServiceAccount, Role, and Roledinding using 'kubectl apply -r commands: bash
kubectl apply -fmy-microservice-sa_yaml kubectl apply -f my-database-access-role-yaml kubectl apply -f my-database-access-

rolebinding.yaml 5. Configure the Microservice: - Mount the ServiceAccount token as a secret within the microservice's pod:
apiVersion: apps/vl

kind: Deployment
metadata:
name: my-microservice
namespace: my-microservice-namespace
spec:
replicas: 1
selector:
matchLabels:
app: my-microservice
template:
metadata:
labels:
app: my-microservice

(3

spec: -

serviceAccountName: My microservice-sa I LI N U
containers: FOUNDATIOM
- name: my-micrgSer¥ice

image: my-mi€roservice-image:latest

volumeMount sy

- name: sa-token

mountPath: /var/run/secrets/kubernetes.io/serviceaccount

volumes:
- name: sa-token

secret:

secretName: default-token-my-microservice-sa
6. Verify Permissions: - Access the database from the microservice pod to verify that the required permissions are granted.

EE #176
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studentfinode-1] BUP Kubectl config
use-context sk8s

Context

A project that you are working on has a requirement for persistent data to be available.

Task

To facilitate this, perform the following tasks:

* Create a file on node sk8s-node-0 at /opt/KDSP00101/data/index.html with the content Acct=Finance

* Create a PersistentVolume named task-pv-volume using hostPath and allocate 1Gi to tt, specifying that the volume is at
/opt/KDSP00101/data on the cluster's node. The configuration should specify the access mode of ReadWriteOnce . It should define
the StorageClass name exam for the PersistentVolume , which will be used to bind PersistentVolumeClaim requests to this
PersistenetVolume.

* Create a PefSissentVolumeClaim named task-pv-claim that requests a volume of at least 100Mi and specifies an access mode of
ReadWriteOnce

* Create a pod that uses the PersistentVolmeClaim as a volume with a label app: my-storage-app mounting the resulting volume to a
mountPath /usr/share/nginx/html inside the pod

You can access skBs-node-0 by
issuing the following
command:

Ensure that you retur
base node (with hostname

node-1 ) oAERYOU have completed

your work on sk8s-node-0

Y-

MH.

See the solution below.
Explanation

Solution:

BAReadme >_ Web Terminal LI THELINUX FOUNDATION




BB Readme »_ Web Terminal I THELINUX FOUNDATION

Documentation: httpa://help.ubuntu.com

Management : https://landscape.canonical.com

Support: httpsa://ubuntu.com/advantage

Syatem information as of Fri Oct 9 08:52:09 urc 2020
System load: 2.02 Users logged in:
Usage of /: 10.3% of 242.29GE IP address for efgmP:
Memory usage: 2% IP addreas for dggees0:
Swap usage: 0% IP address fqgifn il
Processes: 38
“ Rubernetes 1.19 is out! Get it in one cofim@lld with:

sudo snap install microkB8s chann@lFB 15 classic

httpa://microkB8a.io/ has doca gand defails.

7 packagea can be updated.
1 update is a security updati

New release "20.04.1 LTS' avail@ble.
Run 'do-releasec-upgrade' to upgrade to 1

astudentfskB8s-node-0:~5% .

mreaamel >_web Terminal [l O THELINUX FOUNDATION

student@sk8s-node-0:~$% echo 'Acct=Financed ¥ WO EOSe00101/data/index. html
student@skB8s-node-0:~5 wvim pv.ynl,

B Readme > Web Terminal 1 THELINUX FOUNDATION
|

INSERT




BB Readme  >_ Waeb Terr nal CITHELINUX FOUNDATION

vl
PeraistentVolume

task-pv-volume

161

ReadWriteOnce

storage

fopt/KDSP00101/data
Directorfj

B@Readme »_Web Terminal CITHELINUX FOUNDATION

vl

PeraistentVolumeClaim

task-pv-claim

ReadWNriteOnce

atudentfakis—node-0:~% kubectl create —f pv.yml

persiste ma/task-pv-volume created

atudent@akfs de-0:~5 kubsctl create —f pve.yml

persist 1 v ftask-pv=-claim created

astudent§ L : kubectl get pw

HAME d ¥ RECLAIM POLDEY STATUS CLAIM
RAGECLAZZ REASON

task-pv-volume 1G1 Bound
Eage 1la

astudent@akBa-node-0:~% kubectl get pwe

NAME STATU3 VOLUME CITY ACCES3 MODES STORAGECLASS

default/task-pv

task-pv-claim Bound task-pv-volins ; il [a storage
astudentfiskfs e

B Readme > Wey lerminal I THELINUX FOUNDATION

Pod
mypod
I'!lY_.‘I'..lJJ' .‘lljl!"'_rlE?ll'
myfrontend
nginx
mypod
mypod

Lnﬁk-pu'vlnil

atudent@akBa-node-0: 1 x o pod. yml
pod/mypod created
atudent@skBas-node-0




BAReadme >_Web Terminal ol THELINUX FOUNDATION

reating
ubectl get pods
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