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SIMULATION

You need to ensure that connections from the Internet to VNET 1\subnet0 are allowed only over TCP port 7777. The solution must
use only currently deployed resources.

To complete this task, sign in to the Azure portal.

¢ A Youneed to configure the Network Security Group that is associated with subnet.
* In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select
VNET]I. Alternatively, browse to Virtual Networks in the left navigation pane.
* In the properties of VNET], click on Subnets. This will display the subnets in VNET1 and the Network Security Group
associated to each subnet. Note the name of the Network Security Group associated to Subnet0.
* Type Network Security Groups into the search box and select the Network Security Group associated with Subnet0.
* In the properties of the Network Security Group, click on Inbound Security Rules.
* In the Destination port ranges field, enter 7777.
* Change the Protocol to TCP.
* Leave the Action option as Allow.
* Change the Priority to 100.
* Change the Name from the default Port 8080 to something more descriptive such as Allow TCP_7777 from Internet.
The name cannot contain spaces.
* Click the Add button to save the new rule.
¢ B. Youneed to configure the Network Security Group that is associated with subnet0.
* In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select
VNET1. Alternatively, browse to Virtual Networks in the left navigation pane.
* In the properties of VNET1, click on Subnets. This will display the subnets in VNET1 and the Network Security Group
associated to each subnet. Note the name of the Network Security Group associated to Subnet0.
* Type Network Security Groups into the search box and select the Network Security Group associated with Subnet0.
* In the properties of the Network Security Group, click on Inbound Security Rules.
* Click the Add button to add a new rule.
* In the Source field, select Service Tag,
* In the Source Service Tag field, select Internet.
* Leave the Source port ranges and Destination field as the default values (* and All).
* In the Destination port ranges field, enter 7777.
* Change the Protocol to TCP.
* Leave the Action option as Allow.
* Change the Priority to 100.
* Change the Name from the default Port 8080 to something more descriptive such as Allow TCP 7777 from Internet.
The name cannot contain spaces.
* Click the Add button to save the new rule.
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You need to ensure that connections through an Azure Application Gateway named Homepage-AGW are inspected for malicious
requests.

IEf#:

R -

see the task answer with step by step below:

Enable Web Application Firewall (WAF) for the application gateway. You can use the Azure portal, Azure PowerShell, or the
Azure CLI to do this. Youneed to select a WAF policy and a WAF mode for the application gateway. You can choose a
predefined policy or create a custom policy with your own rules and exclusions.

Configure WAF policy settings. You can use the Azure portal, Azire PowerShell, or the Azure CLI to do this.

Youneed to select the managed rulesets and rule groups that you want to enable or disable for the WAF policy. You can also
configure custom rules to match specific patterns or conditions and take actions such as blocking or logging requests.

Monitor WAF logs. You can use different types of logs in Azure to manage and troubleshoot the application gateway and the WAF
policy. You can access some of these logs through the portal, such as metrics and health probes. You can also export the logs to
Azure Storage, Event Hubs, or Log Analytics and view them in different tools, such as Azure Monitor, Excel, or Power BL.
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You have an Azure subscription that contains a user named User! and a storage account named storage 1. The storagel account
contains the resources shown in the following table:

Userl is assigned the following roles for storagel:

* Storage Blob Data Reader

* Storage Table Data Contributor

* Storage File Data SMB Share Reader

Ef#:

fi e«
No, Yes, No
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You need to create Rolel to meet the platform protection requirements.

How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

R -

Explanation

1) Microsoft. Compute/

2) disks

3) /subscrptiory {subscriptionld} /resourceGroups/ {Resource Group Id}

A new custom RBAC role named Rolel must be used to delegate the administration of the managed disks in Resource Groupl.
Rolel must be available only for Resource Groupl.

E R #207

You work at a company named Contoso, Ltd. that has the offices shown in the following table.

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users have Azure Multi-Factor
Authentication (MFA) enabled. The tenant contains the users shown in the following table.

The muilti-factor settings for contoso.com are configured as shown in the following exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Efi#:

fiR .-
Explanation:
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