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Test Answers
Our NSE7_EFW-7.2 learning materials help you to easily acquire the NSE7_EFW-7.2 certification even if you have never touched
the relative knowledge before. With our NSE7_EFW-7.2 exam questions, you will easily get the favor of executives and
successfully enter the gates of famous companies. You will have higher wages and a better development platform. What are you
waiting for? Come and buy NSE7_EFW-7.2 Study Guide now!

Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q36-Q41):
NEW QUESTION # 36 
Refer to the exhibit, which shows an SSL certification inspection configuration.

Which action does FortiGate take if the server name indication (SNI) does not match either the common name (CN) or any of the
subject alternative names (SAN) in the server certificate?

A. FortiGate uses the CN information from the Subject field in the server certificate
B. FortiGate uses the first entry listed in the SAN field in the server certificate
C. FortiGate closes the connection because this represents an invalid SSL/TLS configuration
D. FortiGate uses the SNI from the user's web browser.

Answer: A

Explanation:
If the domain in the SNI field does not match any of the domains listed in the CN and SAN fields, FortiGate uses the domain in the
CN field instead of the domain in the SNI field.

NEW QUESTION # 37 
Examine the IPsec configuration shown in the exhibit; then answer the question below.

https://www.pdfdumps.com/NSE7_EFW-7.2-valid-exam.html


An administrator wants to monitor the VPN by enable the IKE real time debug using these commands:
diagnose vpn ike log-filter src-addr4 10.0.10.1
diagnose debug application ike -1
diagnose debug enable
The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both Ipsec
gateways. However, the IKE rea time debug does NOT show any output. Why isn't there any output?

A. The IKF real time debug shows the phase 1 negotiation only. For information after that, the administrator must use the
IPsec real time debug instead: diagnose debug application ipsec -1
B. The IKE real time debug shows the phases 1 and 2 negotiations only. It does not show any more output once the tunnel is
up.
C. The log-filter setting is set incorrectly. The VPN's traffic does not match this filter.
D. The IKE real time debug shows error messages only. If it does not provide any output, it indicates that the tunnel is
operating normally.

Answer: C

Explanation:
The most common filter option is dst-addr4, which you use to filter the output by the IP address of the remote peer.

NEW QUESTION # 38 
Winch two statements about ADVPN are true? (Choose two)

A. Routing is configured by enabling add-advpn-route
B. auto-discovery receiver must be set to enable on the Spokes.
C. Spoke to-spoke traffic never goes through the hub
D. lt supports NAI for on-demand tunnels

Answer: B,D

Explanation:
ADVPN (Auto Discovery VPN) is a feature that allows to dynamically establish direct tunnels (called shortcuts) between the spokes
of a traditional Hub and Spoke architecture. The auto-discovery receiver must be set to enable on the spokes to allow them to
receive NHRP messages from the hub and other spokes.
NHRP (Next Hop Resolution Protocol) is used for on-demand tunnels, which are established when there is traffic between spokes.
Routing is configured by enabling add-nhrp-route, not add-advpn-route. References :
= ADVPN | FortiGate / FortiOS 7.2.0 | Fortinet Document Library, Technical Tip: Fortinet Auto Discovery VPN (ADVPN)



NEW QUESTION # 39 
Exhibit.

Refer to the exhibit, which contains a partial policy configuration.
Which setting must you configure to allow SSH?

A. Specify SSH in the Service field
B. Include SSH in the Application field
C. Select an application control profile corresponding to SSH in the Security Profiles section
D. Configure pot 22 in the Protocol Options field.

Answer: B

Explanation:
* Option A is correct because to allow SSH, you need to specify SSH in the Service field of the policy configuration. This is
because the Service field determines which types of traffic are allowed by the policy1. By default, the Service field is set to App
Default, which means that the policy will use the default ports defined by the applications. However, SSH is not one of the default
applications, so you need to specify it manually or create a custom service for it2.
* Option B is incorrect because configuring port 22 in the Protocol Options field is not enough to allow SSH. The Protocol Options
field allows you to customize the protocol inspection and anomaly protection settings for the policy3. However, this field does not
override the Service field, which still needs to match the traffic type.
* Option C is incorrect because including SSH in the Application field is not enough to allow SSH. The Application field allows you
to filter the traffic based on the application signatures and categories4.
However, this field does not override the Service field, which still needs to match the traffic type.



* Option D is incorrect because selecting an application control profile corresponding to SSH in the Security Profiles section is not
enough to allow SSH. The Security Profiles section allows you to apply various security features to the traffic, such as antivirus, web
filtering, IPS, etc. However, this section does not override the Service field, which still needs to match the traffic type. References: =
* 1: Firewall policies
* 2: Services
* 3: Protocol options profiles
* 4: Application control

NEW QUESTION # 40 
Refer to the exhibit, which contains a partial policy configuration.

Which setting must you configure to allow SSH?

A. Specify SSH in the Service field.
B. Select an application control profile corresponding to SSH in the Security Profiles section.
C. Include SSH in the Application field.
D. Configure port 22 in the Protocol Options field.

Answer: C
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study habit, will have an inestimable effect in help you gain the success. The NSE7_EFW-7.2 exam prep from our company will
offer the help for you to develop your good study habits. If you buy and use our study materials, you will cultivate a good habit in
study. More importantly, the good habits will help you find the scientific prop learning methods and promote you study efficiency,
and then it will be conducive to helping you pass the NSE7_EFW-7.2 Exam in a short time. So hurry to buy the NSE7_EFW-7.2
test guide from our company, you will benefit a lot from it.
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