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HM #195
Which tools can support the Detect Function's goal of identifying cybersecurity events? (Select two)

A. Intrusion Detection Systems (IDS)

B. Identity and Access Management (IAM)

C. Disaster Recovery Planning (DRP) tools

D. Security Information and Event Management (SIEM)

Ef#: A. D
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HH #196
In the context of the Protect Function, what is the primary role of a Business Continuity Plan (BCP)?

A. To monitor network traffic for anomalies

B. To create a communication protocol with stakeholders
C. To facilitate quick recovery after a cybersecurity incident
D. To assess risk levels for various assets

Ef: C

HM #197
Which of the following are included in the Identify Function's goal to support Business Impact Analysis (BIA) efforts? (Select two)

A. Baseline configurations

B. Asset categorization

C. Encryption strategies

D. Risk assessment processes

IE%: B\ D

M #198
Within the Protect Function, what is the purpose of implementing access control subcategory controls?

A. To manage who can access specific assets and systems
B. To improve disaster recovery planning

C. To facilitate endpoint protection

D. To enhance network traffic analysis

Ef: A

R #199
In COBIT 2019, which of the following is considered a key design factor for tailoring the cybersecurity framework?

A. Organizational size

B. Enployee training levels
C. Threat intelligence reports
D. Compliance regulations
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