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¢ Integration: This section of the exam measures the skills of Integration Engineers and assesses their
proficiency in connecting Instana with external monitoring and automation tools. Candidates must
demonstrate knowledge of integrating agent-based systens such as Omegamon, ITM, and ITCAM, as

=M1 well as external platforns like Prometheus and Grafana. The section also includes configuring alert

channels, automation actions, and utilizing the Instana REST API to support customized workflows and

data visibility.

o Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze

FH 2 ifrastructure performance, set maintenance windows, and design custom dashboards. They are also

expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore

operations to maintain optimal system performance.

e Installation: This section of the exam measures the skills of System Implementation Specialists and focuses
on installing and deploying Instana across different environments. It includes installing the Instana backend,
deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate
their ability to implement Synthetic Monitoring and manage Points of Presence (PoPs) effectively for end-
to-end performance validation.

FH 3

¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
stallation prerequisites, the architectural design of Instana for on-premises environments, and the platform
=M 4 core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
inplementation.



https://drive.google.com/open?id=14cqfNW8eYaxf66GAJM5VUvR5R7HaXYxV
https://www.passtip.net/C1000-189-pass-exam.html

o Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses

on the data protection and compliance aspects of Instana deployment. Candidates must describe and
=X 5 implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and
mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and
regulatory standards.

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on
resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problens, and apply corrective measures to
ensure consistent Instana performance and stability across environments.
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EE#13
Which order of precedence applies if a user is a member of multiple groups and the level of access is not the same?

A. Access all, Limited access, No access
B. Limited access, No access, Access all
C. No access, Limited access, Access all
D. Access all, No access, Limited access

¥e: C

Y.

According to IBM Instana documentation, access rights for users belonging to mutltiple groups are resolved by applying the most
restrictive role. The documentation states: "[f a user belongs to more than one group, the permissions are set according to the order:
No access > Limited access > Access all. If there's a conflict, 'No access' always takes precedence, followed by 'Limited access,'
then'Access all." This ensures that users do not gain unintended permissions due to overlapping group assignments and supports the
principle of least privilege. This behavior is critical for security compliance and consistent access control, especially in regulated
environments or where different teans have varying visibility requirements. By enforcing the strictest restriction, Instana reduces risk
from misconfigurations and accidental escalation of privilege, and helps satisfy audit trail and governance requirements in enterprise
use cases.

AE #14
Which two thresholds can be chosen in Advanced Mode when setting up a Smart Alert?

A. Neutral

B. Progressive
C. Adaptive
D. Static

E. Single
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Instana Smart Alerts provide intelligent, context-aware alerting capabilities. In Advanced Mode, administrators can choose between
two distinct threshold types: Static and Adaptive. The IBM Instana documentation details: "Advanced Mode supports both static
and adaptive thresholds, letting users define explicit limit values or rely on adaptive baselines derived from historical data." Static
thresholds are fixed, user-defined values best suited for predictable workloads or regulatory uptime scenarios. Adaptive thresholds
use machine learning on time-series historical behavior to automatically adjust boundaries when traffic patterns or operating baselines
change. This significantly reduces false positives and ensures that alerts reflect true anomalies rather than normal variance. Both
threshold types can trigger multi-level alerts and integrate with escalation policies. Static measures remain critical for SLIs requiring
consistent control, while adaptive techniques optimize monitoring of microservices under fluctuating loads. IBM emphasizes
combining these in practice to balance detected sensitivity across mixed systemns, leveraging Al-driven dynamic configurations in
adaptive mode as a key differentiator in its observability platform.

HE#15
When installing the Instana host agent on Kubernetes, which option is valid?

A. Operator
B. Binary
C.RPM

D. Homebrew

HE: A

MY

The Instana Operator is the officially recommended and supported method for deploying the Instana host agent on Kubernetes
clusters. The IBM Instana Observability documentation states, "The recommended method to install the Instana agent on
Kubernetes clusters is via the Instana Operator, which uses Custom Resources to simplify lifecycle management." The Operator
pattern in Kubernetes automates not just installation, but also upgrades, configuration, and management of agents across the entire
cluster. This ensures security and reliability because the Operator reacts to cluster changes and can self-heal agent deployments.
Other install options such as Homebrew, direct binary, or RPM are for traditional VM or bare-metal hosts-not for orchestrated
container environments like Kubernetes. Only with the Operator does Instana support automated scaling, configuration through
CRDs, and native Kubernetes best practices. Helm charts are also often involved in configuring the Operator, firther streamlining
agents' deployment in public, private, or hybrid cloud clusters.

A2 #16
At which level can AWS agent polling intervals for CloudWatch API be configured?

A. Account

B. Region

C. Resource group
D. Service

HE:. B

MY

AWS monitoring through Instana involves integration with the CloudWatch API to retrieve platform and service metrics. The official
IBM Instana Observability documentation affirns that polling intervals for CloudWatch can be set at the Region level. This means an
administrator configures how frequently Instana's agent queries CloudWatch within each specified region independently. This level of
granularity provides flexibility: for example, mission-critical regions may be monitored more frequently, while others are polled less
often to reduce API costs or remain within AWS rate limits. The documentation specifies: "Instana Agents for AWS can be
configured with a polling interval for CloudWatch that is set per Region to customize granularity and resource consumption.” Polling
cannot be set at the account, resource group, or individual service level in default configuration. Instana's region-based polling helps
balance data accuracy and overhead, especially in global or multi-region deployments. If needed, changes are applied through
YAML configuration or UI during AWS agent integration setup.

AE#17
‘What is mandatory to use Instana REST APIs?



A. CURL
B. Python
C. Token
D. Cookie

HE: C

Y.

Access to Instana's REST API is secured using authorization tokens-an industry-standard best practice for API authentication and
traceability. IBM documentation says: "A personal or team API token is required to authenticate REST API calls." Tokens serve as
credentials embedded in HTTP headers on each request, providing both identity and access control for the API consumer. Tokens
are mandatory; without a valid token, any API requests are denied with a 401 Unauthorized error, regardless of whether a tool
(such as CURL) is used. Tokens can be scoped for individual users (personal tokens) or teams (team tokens), enabling granular
tracking and revocation as part of enterprise security policies. API tokens are generated from the Instana UI under the profile or
team section. Cookies and raw client libraries (e.g,, Python) are not authentication methods for Instana APIs.
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