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Infrastructure Sample Questions (Q46-Q51):

NEW QUESTION # 46
'VNF workload optimization often involves:

A. Decreasing virtualization

B. Utilizing technologies like SR-IOV for performance
C. Increasing physical network functions

D. Ignoring software acceleration

Answer: B

NEW QUESTION # 47
What does NFV stand for?

A. Network Function Visualization
B. Network File Versioning

C. Network Function Virtualization
D. New Function Virtualization

Answer: C

NEW QUESTION # 48
What should be used to protect against lateral movements during a Cisco NFVI security breach?

A. Web application firewall
B. Data encryption

C. Wi-FiProtected Access
D. Network segmentation

Answer: D

Explanation:

Comprehensive and Detailed Explanation

In Cisco NF VI security architecture, the primary defense againstlateral movement(an attacker moving from one compromised node
to another) isnetwork segmentation.

Segmentation:

* Separates workloads (compute, storage, management, tenant networks)
* Prevents attackers from pivoting inside the NFVI

* Reduces blast radius during breaches

* Enforces micro-segmented virtual network boundaries

WPA protects Wi-Fi, not NFVL.

WATF protects web apps, not internal movement.

Data encryption protects confidentiality, not lateral movement control.
Thus,network segmentationis the correct solution.

NEW QUESTION # 49
Streaming telemetry with gRPC and gNMI is used for:

A. Data encryption

B. Reducing network traffic

C. Real-time network monitoring
D. Physical network repairs

Answer: C



NEW QUESTION # 50
MACSEC provides security through:

A. Policy enforcement
B. Authentication

C. Traffic specification
D. Encryption

Answer: D

NEW QUESTION # 51

The users of 300-540 exam dumps cover a wide range of fields, including professionals, students, and students of less advanced
culture. This is because the language format of our study materials is easy to understand. No matter what information you choose to
study, you don’t have to worry about being a beginner and not reading data. 300-540 test questions are prepared by many experts.
The content is very rich, and there are many levels. Whatever you want to choose, you want to learn from which stage. In our study
materials, you can find the right one for you. At the same time, the 300-540 Exam Prep is constantly updated. After you have
finished learning a part, you can choose a new method according to your own situation. Our study materials are so easy to
understand that no matter who you are, you can find what you want here.
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