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EE #29
When are the information security policies required to be reviewed, according to the Policies for information security control?

e A Atplanned ntervals and if significant changes occur

e B. According to a schedule defined by the Certification Body
e C. Every six months

e D. Annually

HE:. A
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, commumnicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.

Therefore, the verified correct answer isD.

EE #30

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. report on

B. continually improve

C. communicate the importance of
D. enforce standards for

He: B

Y.

Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model.

Thus, the missing words are'continually improve."

AR #31
In an audit, what is the definition of an observation?

A. Anissue raised by an interested party

B. A non-fulfilment of a requirement of ISO/IEC 27001

C. Anissue excluded fromthe scope of the standard

D. A conformity to the standard where there is an opportunity for improvement

He. D

ME:

ISO/IEC 27001 mandates internal audits (Clause 9.2) and continual improvement (Clause 10.1) but doesnot define the specific
audit term "observation." However, the audit framework in 9.2 requires an audit programme and impartial auditors, and management
review nputs include "feedback on the nformation security performance including trends in... audit results" and "opportunities for
continual improvement

." The companion implementation guidance (ISO/IEC 27002) reinforces the concept ofopportunities for improvementin the review
of policies: "The reviews should imclude assessing opportunities for improvement and the need for changes to the approach to
mformation security..." In practical ISO audit usage (aligned with ISO 19011 guidance referenced in the Study Guide),
anobservationis a recorded conformity where improvement is advisable-commonly termed an Opportunity for Improvement (OFI).
The Study Guide's internal audit section emphasizes running an audit programie to identify "potential areas of weakness or non-
compliance," supporting the notion of recording improvement opportunities alongside nonconformities. Therefore, within ISO/IEC
27001 audit practice, the best-fit definition isB: a conformity where there is an opportunity for improvement.

EE #32
‘What international standard provides guidance on the integration of ISO/IEC 27001 and the IT Service Management standard?



A. ISO/IEC 27002
B. None of the above
C. ISO/IEC 27013
D. ISO/IEC 20000-1

HE: C
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/IEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but
integration guidance is provided in 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

HEE #33
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will be operated as an independent process within the organization

B. The ISMS will be scaled to the controls according to the needs of the organization
C. The ISMS will encompass all controls specified withn ISO/IEC 27001

D. The ISMS will be separate fiom the organization's overall management structure

2
m

83 : B

MH.

ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirenents set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: "' Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
mformation security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).
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