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¢ Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on
deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
(TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.
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¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on
diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.
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¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud
networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

FEY 7 4

¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraformand Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.
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B #29

Refer to the exhibit. An administrator has deployed a FortiGate VM in Amazon Web Services (AWS) and is trying to access it using
its public IP address from their local computer. However, the connection is not successfill, and at the same time FortiGate is not
receiving any HTTPS or SSH traffic to its external interface.

‘What should the administrator check for possible issue?

FGT-AP-SDN-Active # I I I I II IEI

FGT-AP-SDN-Active # diagnose sniffer packet. any_ "host 76.€ " "2 and port 443" 4
Using Original Sniffing Mode

interfaces=[any]

filters=[host 76.68 "™ 22 and pdrt 443]

A. Check the FortiGate instance ID.

B. Check the FortiGate firewall policies.

C. Check the debug flow for any network ACLs.
D. Check the inbound rules of the security groups.

IEfE: D
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Since the FortiGate VM is not receiving any HTTPS or SSH traffic at all, the most likely cause is that the inbound rules of the AWS
Security Group attached to the FortiGate instance are not permitting traffic on ports 22 (SSH) or 443 (HTTPS). Ifthe Security
Group blocks traffic, packets never reach FortiGate, which explains the absence of captured traffic.

R #30
An organization is deploying FortiDevSec to enhance security for containerized applications, and they need to ensure containers are

monitored for suspicious behavior at runtime. Which FortiDevSec feature is best for detecting runtime threats?

e A FortiDevSec Container Scanner

¢ B. FortiDevSec Software Composition Analysis (SCA)

e C. FortiDevSec Static Application Security Testing (SAST)

¢ D. FortiDevSec Dynamic Application Security Testing (DAST)

Ef#: A

A -

The FortiDevSec container scanner monitors containerized applications at runtime to detect suspicious behavior, vulnerabilities, and
misconfigurations. This feature is specifically designed for securing container environments beyond build-time checks like SAST,
DAST, or SCA.

HM #31
‘Which Fortinet solution provides centralized security analytics and logging for cloud workloads?
Response:

A. FortiManager
B. FortiSIEM

C. FortiClient

D. FortiToken
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Refer to the exhibit.
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Refer to the exhibit.

In your Amazon Web Services (AWS), you must allow inbound HTTPS access to the Customer VPC FortiGate VM from the
mternet. However, your HTTPS connection to the FortiGate VM in the Customer VPC is not successful.

Also, you must ensure that the Customer VPC FortiGate VM sends all the outbound internet traffic through the Security VPC.
How do you correct this issue with minimal configuration changes? (Choose three.)

¢ A. Deploy an internet gateway, attach it to the Customer VPC, and then associate an EIP with port] of the FortiGate in the
Customer VPC.

B. Add a route with your local internet public IP address as the destination and the internet gateway as the target.

C. Add a route to the destination 0.0.0.0/0 with the transit gateway as the target.

D. Add a route with your local internet public [P address as the destination and the transit gateway as the target.

E. Deploy an internet gateway, associate an EIP with the Customer VPC private subnet, and then add a new route with
destination 0.0.0.0/0 with the internet gateway as the target.

Ef#E: A.C. D

H #33
Which Fortinet tool provides centralized monitoring and visibility across multiple FortiGate deployments?
Response:

A. FortiSandbox
B. FortiSIEM
C. FortiManager
D. FortiWeb

: C
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