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HH #50
(A user is unable to access a web application. If you suspect the issue is with routing, which OSI layer will you investigate?)

A. Application Layer
B. Network Layer
C. Data Link Layer
D. Transport Layer
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Routing issues are investigated at the Network Layer (Layer 3) of the OSI model. Al+ Network foundational documentation
explains that the Network Layer is responsible for logical addressing and packet routing between networks using IP addresses.

Ifa user cannot access a web application due to routing problems, issues may include missing routes, incorrect gateway
configuration, routing loops, or unreachable networks. Troubleshooting typically involves examining routing tables, gateway settings,
and path selection mechanisis at Layer 3.

The Data Link Layer handles local frame delivery, the Transport Layer manages end-to-end communication using TCP or UDP, and
the Application Layer relates to services such as HTTP. Al+ Network materials consistently reinforce that routing failures are
diagnosed at the Network Layer.

HM #51
(What is the function of the ping command in networking labs?)

A. To capture real-time network traffic for analysis.

B. To configure IP addresses on router interfaces.

C. To view the routing table of a network device.

D. To test connectivity between two devices on a network.
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The primary function of the ping command in networking labs is to test connectivity between two devices on a network. Al+
Network lab documentation identifies ping as a fmdamental diagnostic tool used to verify Layer 3 communication using [CMP
(Internet Control Message Protocol).

Ping sends ICMP Echo Request packets to a destination device and waits for Echo Reply messages. A successful response
confirms that IP addressing, routing, and basic network connectivity are functioning correctly. This makes ping the first verification
step after configuring interfaces, routes, or network links.

Ping does not configure IP addresses, display routing tables, or capture traffic. Those tasks are handled by commands such as ip
address, show ip route, or packet analyzers like Wireshark. Al+ Network training consistently emphasizes ping as an essential
troubleshooting command in both physical and virtual lab environments.

H #52
(What differentiates heuristic analysis from other threat detection methods?)

A. Tt monitors and evaluates baseline user behavior patterns.

B. It applies generalized rules to identify potential security risks.
C. It analyzes static metadata to predict malicious activities.

D. It uses predefined signatures to detect known vulnerabilities.
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Heuristic analysis is differentiated from other threat detection methods by its use of generalized rules to identify potential security
risks. Al+ Network security documentation explains that heuristic analysis does not rely on known attack signatures or historical
baselines alone. Instead, it applies logical rules and behavioral indicators to detect suspicious activity that may represent previously
unknown threats.

This approach is particularly effective against zero-day attacks and polymorphic malware, where signature- based systens fail
While behavioral analysis focuses on deviations from learned user patterns, heuristic analysis evaluates actions against predefined risk
criteria, such as unusual execution sequences or abnormal resource usage.

Static metadata analysis lacks adaptability, and signature-based detection only identifies known threats. Al+ Network materials
position heuristic analysis as a flexible, rule-driven method that complements Al-driven behavioral and anomaly detection systems in
layered security architectures.

R #53
(How are devices within a VNET able to communicate with devices on other networks?)

e A. By configuring NAT rules for external routing.



¢ B. By using Layer 2 switching for traffic forwarding,
¢ (. By setting up routing protocols for path selection.
¢ D. By defining IP address boundaries and subnets.
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Devices within a Virtual Network (VNET) communicate with devices on other networks through routing mechanisims that determine
the best path for traffic. Al+ Network foundational networking documents explain thatrouting protocolsor static routing
configurations enable Layer 3 connectivity between separate [P networks.

Routing protocols such as OSPF, BGP, or static routes allow routers and virtual gateways to exchange network reachability
information. This ensures that packets can traverse different network segments, cloud regions, or on-premise environments. Without
routing, devices would be limited to local subnet commumication only.

NAT may be used for address translation but does not itself enable network-to-network communication.

Defining IP subnets establishes network boundaries but does not provide connectivity. Layer 2 switching operates within the same
broadcast domain and cannot forward traffic across different networks.

AI+ Network training materials consistently reinforce that routing is the core mechanism enabling inter- network communication in
both physical and virtualized environments.

HM #54
(Which system s best for detecting unauthorized logins and adapting to new threats?)

A. Reactive Al

B. Static firewalls

C. Load balancers

D. Machine learning-driven intrusion detection
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Machine learning-driven intrusion detection systems (IDS) are best suited for detecting unauthorized logins and adapting to emerging
threats. Al+ Network security documentation highlights ML~driven IDS as systems that continuously learn from historical and real-
time data to identify abnormal behavior.

Unlike static firewalls, which rely on predefined rules, ML-based IDS can detect novel attack patterns, brute- force attempts, and
compromised credentials. They adapt over time, improving detection accuracy and reducing false positives.

Load balancers are unrelated to security monitoring, and reactive Al responds after incidents rather than proactively detecting them
Al+ Network materials consistently identify machine learning-driven IDS as a core component of modern, adaptive cybersecurity
architectures.
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