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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q46-Q51):
NEW QUESTION # 46 
In the rules engine, which condition instructs FortiSIEM to summarize and count the matching evaluated data?

A. Filters
B. Group By
C. Time Window
D. Aggregation
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Answer: D

Explanation:
Rules Engine in FortiSIEM: The rules engine evaluates incoming events based on defined conditions to detect incidents and
anomalies.
Aggregation Condition: The aggregation condition instructs FortiSIEM to summarize and count the matching evaluated data.
* Function: Aggregation is used to group events based on specified criteria and then perform operations such as counting the number
of occurrences within a defined time window.
Purpose: This allows for the detection of patterns and anomalies, such as a high number of failed login attempts within a short period.
References: FortiSIEM 6.3 User Guide, Rules Engine section, which explains how aggregation is used to summarize and count
matching data.

NEW QUESTION # 47 
Refer to the exhibit.

If events are grouped by Reporting IP, Event Type, and user attributes in FortiSIEM, how ,many results will be displayed?

A. Seven results will be displayed.
B. There results will be displayed.
C. Unique attribute cannot be grouped.
D. Five results will be displayed.

Answer: A

Explanation:
Grouping Events: Grouping events by specific attributes allows for the aggregation of similar events.
Grouping Criteria: For this question, events are grouped by "Reporting IP," "Event Type," and "User." Unique Combinations
Analysis:
* 10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App
* 10.10.10.11, Failed Logon, John, 5.5.5.5, DB
* 10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App(duplicate, counted as one unique result)
* 10.10.10.10, Failed Logon, Paul, 3.3.2.1, Web App
* 10.10.10.11, Failed Logon, Ryan, 1.1.1.15, DB
* 10.10.10.11, Failed Logon, Wendy, 1.1.1.6, DB
* 10.10.10.10, Failed Logon, Ryan, 1.1.1.15, DB
Result Calculation: There are seven unique combinations based on the specified grouping attributes.
References: FortiSIEM 6.3 User Guide, Event Management and Reporting sections, explaining how events are grouped and
reported based on selected attributes.

NEW QUESTION # 48 
A FortiSIEM is continuously receiving syslog events from a FortiGate firewall. The FortiSIEM administrator is trying to search the
raw event logs for the last two hours that contain the keyword tcp . However, the administrator is getting no results from the search.
Based on the selected filters shown in the exhibit, why are there no search results?

A. The administrator selected - in the Operator column That a the wrong operator.
B. The administrator selected AND in the Next drop-down list. This is the wrong boolean operator.
C. In the Time section, the administrator selected the Relative Last option, and in the drop-dawn lists, selected 2 and Hours
as the time period. The time period should be 24 hours.
D. The keyword is case sensitive Instead of typing TCP in the Value field. the administrator should type tcp.



Answer: A

NEW QUESTION # 49 
Which statement best describes auto-log discovery?

A. When a syslog-relay is used to deliver logs to the FortiSIEM report server
B. When FortiSIEM pulls syslog from a network device to determine event types
C. When syslog is sent from a network device to FortiSIEM without performing a discovery
D. When SNMP Is used for a range scan discovery

Answer: C

NEW QUESTION # 50 
Refer to the exhibit.

Which value will FortiSIEM use to populate the Event Type field?

A. phPerfJob
B. PH_DSV_MON_SYS_DISK_UTIL
C. diskUtil
D. PHL_INFO

Answer: D

Explanation:
Event Type Population: In FortiSIEM, the Event Type field is populated based on specific identifiers within the raw message or
event log.
Raw Message Analysis: The exhibit shows a raw message with various components,
includingPH_DEV_MON_SYS_DISK_UTIL,PHL_INFO,phPerfJob, anddiskUtil.
Primary Event Identifier: ThePH_DEV_MON_SYS_DISK_UTILat the beginning of the raw message is the primary identifier for
the event type. It categorizes the type of event, in this case, a system disk utilization monitoring event.
Event Type Field: FortiSIEM uses this primary identifier to populate the Event Type field, providing a clear categorization of the
event.
References: FortiSIEM 6.3 User Guide, Event Processing and Event Types section, details how event types are identified and
populated in the system.
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