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CompTIA PenTest+ Exam Sample Questions (Q201-Q206):
NEW QUESTION # 201 
A penetration tester is developing the rules of engagement for a potential client. Which of the following would most likely be a
function of the rules of engagement?

A. Authorization letter
B. Shared responsibilities
C. Terms of service
D. Testing window
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Answer: D

Explanation:
The rules of engagement define the scope, limitations, and conditions under which a penetration test is conducted.
Testing Window: This specifies the time frame during which the penetration testing activities are authorized to occur. It is a crucial
part of the rules of engagement to ensure the testing does not disrupt business operations and is conducted within agreed-upon
hours.
Terms of Service: This generally refers to the legal agreement between a service provider and user, not specific to penetration testing
engagements.
Authorization Letter: This provides formal permission for the penetration tester to perform the assessment but is not a component of
the rules of engagement.
Shared Responsibilities: This refers to the division of security responsibilities between parties, often seen in cloud service agreements,
but not specifically a function of the rules of engagement.

NEW QUESTION # 202 
User credentials were captured from a database during an assessment and cracked using rainbow tables.
Based on the ease of compromise, which of the following algorithms was MOST likely used to store the passwords in the database?

A. SHA-1
B. PBKDF2
C. MD5
D. bcrypt

Answer: C

Explanation:
Reference: https://www.geeksforgeeks.org/understanding-rainbow-table-attack/

NEW QUESTION # 203 
A penetration tester needs to help create a threat model of a custom application. Which of the following is the most likely framework
the tester will use?

A. DREAD
B. OSSTMM
C. CI/CD
D. MITRE ATT&CK

Answer: A

Explanation:
The DREAD model is a risk assessment framework used to evaluate and prioritize the security risks of an application. It stands for
Damage potential, Reproducibility, Exploitability, Affected users, and Discoverability.
* Understanding DREAD:
* Purpose: Provides a structured way to assess and prioritize risks based on their potential impact and likelihood.
* Components:
* Damage Potential: The extent of harm that an exploit could cause.
* Reproducibility: How easily the exploit can be reproduced.
* Exploitability: The ease with which the vulnerability can be exploited.
* Affected Users: The number of users affected by the exploit.
* Discoverability: The likelihood that the vulnerability will be discovered.
* Usage in Threat Modeling:
* Evaluation: Assign scores to each DREAD component to assess the overall risk.
* Prioritization: Higher scores indicate higher risks, helping prioritize remediation efforts.
* Process:
* Identify Threats: Enumerate potential threats to the application.
* Assess Risks: Use the DREAD model to evaluate each threat.
* Prioritize: Focus on addressing the highest-scoring threats first.
* References from Pentesting Literature:
* The DREAD model is widely discussed in threat modeling and risk assessment sections of penetration testing guides.



* HTB write-ups often include references to DREAD when explaining how to assess and prioritize vulnerabilities in applications.
Step-by-Step ExplanationReferences:
* Penetration Testing - A Hands-on Introduction to Hacking
* HTB Official Writeups

NEW QUESTION # 204 
host -t axfr domain.com dnsl.domain.com
Which of the following techniques best describes what the tester is doing?

A. Host enumeration
B. Zone transfer
C. DNS query
D. DNS poisoning

Answer: B

Explanation:
A DNS zone transfer attack occurs when a misconfigured DNS server allows attackers to retrieve the entire DNS record set.
* Zone transfer (Option A):
* The command host -t axfr domain.com dnsl.domain.com requests an AXFR (authoritative transfer) of the DNS records.
* This provides subdomains, email servers, and internal DNS records, which attackers can use for reconnaissance.

NEW QUESTION # 205 
A consulting company is completing the ROE during scoping.
Which of the following should be included in the ROE?

A. Report distribution
B. Cost ofthe assessment
C. Liability
D. Testing restrictions

Answer: A
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