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HE #15
An administrator is performing AHV upgrades on an 8-node cluster configured with Redundancy Factor 3.
How many nodes would be placed into maintenance mode simultancously?

e AO
e B.1
e C.2
e D3

IEf#: D
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fEERA -

In a cluster configured with Redundancy Factor 3 (RF3), the system ensures that data is replicated across at least three nodes to
tolerate the failure of two nodes. During an AHV upgrade, Nutanix only placesone node at a timeinto maintenance mode, even in an
RF3 configuration, to minimize the impact on data redundancy and cluster operations.

* A. 1:Correct, as AHV upgrades proceed node by node in RF3.

*B. 2, C. 3, D. 4These options are incorrect, as only one node is upgraded at a time regardless of RF3.

References:

Nutanix AOS Upgrade Guide.

Nutanix Support KB Article on RF3 Behavior and Maintenance.

B #16

Which storage container option reduces the available storage to other containers?

A. Capacity Deduplication
B. Erasure Coding

C. Advertised Capacity
D. Reserved Capacity

Ef#E: D

HE #17
When is deduplication recommended?

e A. Linked Clone VMs
e B. Cold data

e C. Server workloads
e D. Full clone VMs

iIFf@g: D

R :

Deduplication is most effective withfull clone VMsbecause it reduces redundant data blocks stored on the cluster. Full clone VMs
often contain identical OS and application files, making them ideal candidates for deduplication, which optimizes storage usage and
improves efficiency.

Other options:

* Server workloads: May benefit from deduplication but not as significantly as full clone VM.

* Linked Clone VMs: Already share base disk images, so deduplication offers limited benefits.

* Cold data: Deduplication is less effective for data that isn't accessed frequently.

Nutanix Storage Optimization Best Practices Guide.
Nutanix Prism UI Documentation - Deduplication Settings.

R #18
‘Which option is supported by Nutanix for Data-at-Rest encryption?

A. Storage Pool-only Encryption
B. Software-only Encryption

C. Cluster-only Encryption

D. Data-only Encryption

IEfE: B

RN -

The correct answer isD. Software-only Encryption.

Nutanix supportsData-at-Rest Encryption (DARE)through bothhardware-basedandsoftware-based methods. Among the supported
solutions,software-only encryptionis a widely used and officially supported method, especially whenSelf-Encrypting Drives
(SEDs)are not in use.

Key facts about Nutanix DARE:



* Enables encryption of data written to physical media.

* Works at theCVM and controller layer, ensuring all I/O is encrypted before being persisted.

* Software-based encryptioncan be enabled via Prism Central or command-line usingNative Key Management (NKM)orexternal
KMIP-compliant key managers.

* Hardware encryption (SED)is optional and not required for DARE.

Clarifications:

* A. Storage Pool-only Encryption: Not valid; encryption applies at thecluster level, not only to storage pools.

* B. Data-only Encryption: Ambiguous and not a Nutanix-supported term

* C. Cluster-only Encryption: Misleading; encryption is applied to data at rest, not to the "cluster" object.

Prism UI Navigation Path:

Settings > Security > Encryption

Official Reference:

* Nutanix Security Guide - Data-at-Rest Encryption

* Nutanix Bible - Encryption Section

* Excerpt: "Nutanix supports software-only data-at-rest encryption using Native Key Management or external KMIP key
managers, without requiring self-encrypting drives."

R #19
What type of NTP/time sources are recommended for Nutanix clusters?

A. External ISP NTP sources
B. Rate-limited NTP sources
C. Internal NTP sources

D. Windows time sources

EM: C
L

The correct answer isB. Internal NTP sources.

Nutanix strongly recommends configuringreliable internal NTP sources(e.g., enterprise-managed NTP servers or domain NTP
servers) to ensure:

* Time consistency across all nodes and CVMs

* Accurate logging, monitoring, authentication (e.g., Kerberos), and cluster operations

* Avoiding dependency onexternal/public NTPsources, which may berate-limited, unavailable, or blockedby firewalls Clarifications:
* A (Windows time sources):Generally discouraged unless they are configured to use a stratum 1/2 reliable upstream source.
* C (Rate-limited sources):Not recommended; can result in dropped or inconsistent time updates.

* D (External ISP N'TP):Not preferred for production clusters due to reliability concerns.

Prism UI Navigation Path:

Settings > NTP Servers

Official Reference:

* Nutanix Best Practices Guide - NTP Configuration

* Excerpt: "Use reliable and consistent internal NTP servers for all Nutanix clusters to maintain time synchronization."
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