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HE#77

Given: Adjacent Channel Interference (ACI) can cause frame corruption and poor performance in WLANS.
You are using a protocol analyzer in the attempt to detect ACI.

‘What should you look for in such a scenario?

A. Look at Retry counts

B. Look for frames with a low signal strength value in the radio tap header

C. Capture on the channel you think may be impacted by ACI and see if any frames are captured from adjacent channels
D. Look at CRC errors
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HM #78

ABC International has installed a new smart ZigBee controlled lighting system However, the network teamis concerned that this
new system will interfere with the existing WLAN and has asked you to mvestigate the impact of the two systeimns operating
simultaneously in the 2.4 GHz band. When performing Spectrum Analysis, which question could you answer by looking at the FFT
plot?

e A Is the ZigBee system using more than 50% of the available airtime?

¢ B. Is the WLAN corrupting ZigBee system messages?

¢ C. Do the ZigBee channels used by the lighting system overlap with the WLAN channels?
e D. Is the ZigBee system causing an increase in WLAN retries?

Ef#: C

R :

The FFT plot is a spectrum analysis plot that shows the RF power present at a particular frequency over a short period of time. It
can help identify the sources and characteristics of RF signals in the spectrum. By looking at the FFT plot, you can determine which
ZigBee channels are used by the lighting system and whether they overlap with the WLAN channels in the 2.4 GHz band. ZigBee
channels are 5 MHz wide and WLAN channels are 20 MHz or 40 MHz wide, so there is a possibility of overlap and interference
between them. The other questions cannot be answered by looking at the FFT plot alone, as they require other types of plots or
analysis tools, such as duty cycle plot, airtime utilization plot, or protocol analyzer. References: [Wireless Analysis Professional Study
Guide], Chapter 3: Spectrum Analysis, page 69-

70

R #79
What does the value of the Listen Interval field in an Association Request frame indicate?

A. How often a STA in power save mode wakes up to listen to Beacon frames

B. How long a STA waits for an Ack before retransmitting the frame

C. How often a STA will go off channel to look for other BSSs

D. How long a STA performing active scanning will listen for Probe Responses before changing channels

IEf#: A

AR :

The value of the Listen Interval field in an Association Request frame indicates how often a STA in power save mode wakes up to
listen to Beacon frames. The Listen Interval is expressed in units of Beacon Intervals (typically 100 TU or 102.4 ms). For exanmple,
if the Listen Interval is set to 10, it means that the STA will wake up every 10 Beacon Intervals (or about 1 second) to check for
buffered frames at the AP. The Listen Interval is used by the AP to determine how long it can hold frames for a STA in power save
mode before discarding them . References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 197; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 198.



M #80
You are analyzing a packet decode of a Probe Request and notice the SSID element has a length of zero.
What do you conclude about the transmitting STA?

A. The STA is operating in Ad-Hoc mode

B. The STA is discovering a list of available BSSs

C. The STA's WLAN adaptor is disabled

D. The WLAN adaptor is configured in promiscuous mode

IEf#: B

AR

The STA 1s discovering a list of available BSSs by sending a Probe Request with an empty SSID element.

This is also known as a broadcast Probe Request, as it does not specify any particular SSID to probe for. Any AP that receives this
Probe Request will respond with a Probe Response containing its own SSID and other information about its BSS. This way, the
STA can learn about all the BSSs i its vicinity and choose which one to associate with . References: CWAP-405Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 191; CWAP-405Certified
Wireless Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 193.

H #81
During a VHT Transmit Beamforming sounding exchange, the beamformee transmits a Compressed Beamforming frame to the
beamformer. What is communicated within this Compressed Beamforming frame?

A. Steering Matrix

B. Beamformee Matrix
C. Beamforming Matrix
D. Feedback Matrix

IEf#: D

R -

The beamformee transmits a Feedback Matrix within the Compressed Beamforming frame to the beamformer.

The Feedback Matrix contains information about the channel state between the beamformee and each spatial stream of the
beamformer. This information is used by the beamformer to adjust its transmit weights and optimize its signal for the beamformee34.
References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11: 802.11n/ac/ax PHYsical
Layer Frame Exchanges, page 4033; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11:
802.11n/ac/ax PHYsical Layer Frame Exchanges, page 4064.
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