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¢ Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
nspection modes and web filtering, configuring application control, deploying antivirus scanning modes,

Topic 1
o and implementing IPS for threat protection.

¢ VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
Topic 2 secure connections.

¢ Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate

Topic 3
ol cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.
¢ Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
Topic 4 load balance traffic across multiple WAN links.
¢ Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
Topic 5 and DNAT for address translation, implementing various authentication methods, and deploying FSSO for

user identification.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q11-Q16):

NEW QUESTION # 11
Refer to the exhibit, which contains a RADIUS server configuration.
New RADIUS Server

Name FortiAuthenticator-RADIUS
Authentication method Default
NAS IP 3

Include in every user group @

e NET
IP/Name 0.0.13.130
Secret | SRS RRRRRRS

Test Connectivity

Test User Credentials

An admmnistrator added a configuration for a new RADIUS server. While configuring, the administrator enabled Include in every

user group.
What is the impact of enabling Include in every user group in a RADIUS configuration?

¢ A This option places all users into every RADIUS user group, including groups that are used for the LDAP server on
FortiGate.

e B. This option places all FortiGate users and groups required to authenticate into the RADIUS server, which, in this case, is
FortiAuthenticator.

e C. This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate user
group.

e D. This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS group.

Answer: C

Explanation:

Enabling Include in every user group in the RADIUS configuration means the RADIUS server is automatically added to all FortiGate
user groups. As a result, any user who can authenticate successfully against that RADIUS server becomes a member of every
FortiGate user group, without needing to be manually assigned. This can inadvertently grant excessive access if not carefully
controlled.



NEW QUESTION # 12
An administrator manages a FortiGate model that supports NTurbo.
How does NTurbo acceleration enhance antivirus performance?

A. For flow-based inspection, NTurbo creates two inspection sessions on the FortiGate device.

B. For proxy-based inspection, NTurbo offloads traffic to the content processor.

C. For proxy-based inspection, NTurbo buffers the whole file and then sends it to the antivirus engine.

D. For flow-based inspection, NTurbo establishes a dedicated data path to redirect traffic between the IPS engine and
FortiGate ingress and egress interfaces.

Answer: D

Explanation:
NTurbo creates a special data path to redirect traffic from the ingress interface to the IPS engine, and from the IPS engine to the
egress interface.

NEW QUESTION # 13
What are two features of the NGFW profile-based mode? (Choose two.)

A. NGFW profile-based mode supports applying applications and web filtering profiles in a firewall policy.
B. NGFW profile-based mode can only be applied globally and not on individual VDOM.

C. NGFW profile-based mode nwst require the use of central source NAT policy.

D. NGFW profile-based mode policies support both flow inspection and proxy inspection.

Answer: A,D

Explanation:

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use both flow- based and proxy-based
inspection modes, providing flexibility depending on security and performance requirements. Additionally, profile-based mode
supports applying applications and web filtering profiles directly in a firewall policy, allowing granular control over the traffic.

NEW QUESTION # 14
‘When configuring firewall policies which of the following is true regarding the policy ID? (Choose two.)

A. A policy ID cannot be modified once a policy is created.

B. A firewall policy ID identifies the order of policy execution n firewall policies.

C. You can create a policy in CLI with policy ID 0

D. It is mandatory to provide a policy ID while creating a firewall policy regardless of GUI or CLI.

Answer: A,.B

Explanation:

According to the FortiOS 7.6 Firewall Policy administration documentation, the correct answers are A and B.
Analysis of Each Statement

A . A firewall policy ID identifies the order of policy execution in firewall policies.

Correct

In FortiOS, each firewall policy is assigned a policy ID, which is used mnternally to reference the policy.

Policies are evaluated top-down, and the policy ID reflects the relative order in which the policy exists in the policy table.
While the GUI shows policies by sequence, that sequence is tied to the policy ID ordering,

Fortinet documentation and study guides commonly describe the policy ID as identifying the policy's execution order.
Therefore, this staterent is considered true in the context of FortiOS administration and certification exars.

B. A policy ID cannot be modified once a policy is created.

Correct

Once a firewall policy is created, its policy ID is fixed.

You can:

Move the policy up or down in the policy list

Edit the policy contents

But you cannot change the policy ID itself.

This is explicitly documented behavior in FortiOS.



C . Youcan create a policy in CLI with policy ID 0

Incorrect

Policy ID 0 is reserved by FortiOS.

In the CLI, using:

edit 0

does not create a policy with ID 0; instead, it tells FortiGate to automatically assign the next available policy ID.
A real firewall policy with ID 0 cannot exist.

D. It is mandatory to provide a policy ID while creating a firewall policy regardless of GUI or CLL
Incorrect

In the GUI, policy IDs are assigned automatically.

In the CLI, administrators can use edit O to auto-generate a policy ID.

Therefore, manually specifying a policy ID is not mandatory.

NEW QUESTION # 15
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL
FortiGate SD-WAN zone configuration
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& virtual-wan-link
Based on the exhibit, which statement is true?

A. The d-wan zone cannot be deleted.

B. The underlay zone contains portl and port2.
C. The d-wan zone contains no member.

D. The virtual-wan-link zone contains no member.

Answer: C

Explanation:

The "d-wan" zone in FortiGate SD-WAN configuration is the default SD-WAN zone created when SD- WAN is enabled. This
zone contains all the interfaces assigned to SD-WAN and is essential for the finctionality of the SD-WAN feature. The "d-wan"
zone cannot be deleted because it is required for SD-WAN operations. Option A is incorrect because the underlay zone does not
contain portl.

NEW QUESTION # 16
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