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SIMULATION
Scenario: 4 (Write Identity and Access Management Policies to Secure a Tenancy) Scenario Description: (Hands-On Performance
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Exam Certification) Your company has signed up for an OCI tenancy to migrate an e-commerce application, a supply chain
management (SCM) system, and a customer relationship management (CRM) system. You have been tasked with setting up the
requisite identity and access management (IAM) policies for your team to begin developing on OCL

Yous start by setting up the following compartment hierarchy:

Tenancy (root)

Common-Infra

Network

Security

Applications

E-Comm

SCM

CRM

You create the following groups:

Network-Admins

Security- Admins

E-Comm-Admins

SCM-Admins

CRM-Admins

Write the IAM policies for the following use cases:

Assumptions:

Assunre that all policies will be attached to the root compartment.

Write one policy per given text box.

Keep policies as simple as possible by using verbs instead of permissions (for example, "inspect orm-stacks" instead of
"ORM_STACK INSPECT") and aggregate resource types instead of individual ones (for example, "file- family" instead of "file-
systens" and "mount-targets") Task 1 Write a policy statement to enable Network-Admins to create and destroy network-related
resources, such as VCNS, subnets, gateways, and so on in the Network compartment.

Task 2

Write policy statements to enable E-Comm- Admins to provision and destroy compute instances in the E-Comm compartment by
using networking resources in the Network compartment.[ Write one policy per given text box] Task 3 Write a policy statement to
enable SCM-Admins to provision, destroy, and back up block volumes in the SCM compartment-but only in Phoenix and London.

ER:
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See the solution below with Step by Step Explanation

Explanation:

Task 1

Write a policy statement to enable Network- Admins to create and destroy network-related resources, such as VCNS, subnets,
gateways, and so on in the Network compartment.

Solution- Policy Statement:

allow Network- Admins to manage virtual-network-family in compartment Common-Infra:Network Task 2 Write policy statements
to enable E-Comm- Admins to provision and destroy compute instances in the E-Comm compartment by using networking
resources in the Network compartment.[ Write one policy per given text box] Solution- Policy Statement:

allow E-Comm- Admins to manage instance-family in compartment Applications:E-Comm allow E-Comm- Admiins to use virtual-
network-family in compartment Common-Infra:;Network Task 3 Write a policy statement to enable SCM-Admins to provision,
destroy, and back up block volumes in the SCM compartment-but only in Phoenix and London.

Solution- Policy Statement:

allow SCM-Admins to manage volume-family in compartment Applications:SCM where
any{request.region="phx',request.region='Thr'}

FIRE #13

Your team implemented a SaaS application that requires a whole system deployment for each new customer. The infrastructure
provisioning is already automated via Terraform, and now you have been asked to develop an Ansible playbook to centralize
configuration file management and deployment. What is the most effective way to ensure your playbooks are utilizing up-to-date and
accurate inventory? (Choose the best answer.)

e A Export an inventory list from the Oracle Cloud Infrastructure Web console.

e B. Export an inventory list using Terraform apply command.

e C. Download the dynamic inventory script provided by Oracle Cloud Infrastructure and include it in the playbook invocation
command.



¢ D. Implement a Command Line Interface script to list all the resources and run it within Ansible to generate a dynamic
inventory list.

ER: C

i =8 #14
You have received an email from your manager to provision new resources on Oracle Cloud Infrastructure (OCI). When
researching OCI, you determined that you should use OCI Resource Manager. Since this is a task that will be done multiple times

for development, test, and production. You will need to create a command that can be re-used. Which CLI command can be used
in this situation? (Choose the best answer.)

¢ A ociresource-manager stack create --compartment-id <compartment OCID> \ --config-source prod.zp --variables
filez//variables.json \ --display-name "Production stack build"\ --description Creating new Production environment

¢ B. oci resource-manager stack create --tenancy-id <tenancy OCID> \ --config-source prod.zip --variables
filez//variables.json \ --display-name Production stack build \ --description Creating new Production environment

¢ (. ociresource-manager stack update --compartment-id <compartment OCID> \ --config-source prod.zip --variables
filez//variables.json \ --display-name "Production stack build"\ --description Creating new Production environment

¢ D. oci resource-manager stack update --tenancy-id <tenancy OCID> \ --config-source prod.zip --variables
file//variables.json \ --display-name "Production stack build" \ --description Creating new Production environment

ER: A

R #15
When creating an alarm query in Oracle Cloud Infrastructure (OCI) Monitoring, which of the following statement is NOT valid?

A. You must specify an interval

B. You must specify Trigger rule (threshold or absence).
C. You nmust specify Statistic

D. You must specify a Metric

E. You must specify Resource Group

Z%: E

FIRE #16
Which of the following THREE statements are true about Versioning? (Choose three.)

e A. Youcanenable the Versioning and Retention rule simultaneously on bucket.

e B. If Versioning is enabled and you delete the files stored in a bucket, then a delete marker is created so that you can restore
the deleted file.

e C. If Versioning disabled, and you try uploading files with the same name, then a copy of the file in kept with a different name.

e D. Versioning is applied at the bucket level.

e E. Ifversioning enabled, even if you delete the file inside the bucket, you will be charged for the data shared as the meta data
still resides inside the bucket.

%%: BDE
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