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Questions (Q54-Q59):
NEW QUESTION # 54 
Why is the Admin Audit Trail considered immutable?

A. Only Tenant Admins can see the trail, blocking edits
B. Audit records stream directly to DLP for retention
C. Logs are stored in volatile memory but mirrored to three zones
D. Entries are cryptographically hashed and appended-only

Answer: D
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Explanation:
Append-only hashing prevents alteration.

NEW QUESTION # 55 
In Symantec ZTNA, which feature combination best mitigates lateral movement while ensuring data compliance for unmanaged
(BYOD) endpoints?

A. Network Security Boundary + zero-log retention
B. Agent-based posture checks + DNS tunneling
C. Site segmentation + Threat Intelligence Services (TIS) feeds
D. Agent-less access + Cloud DLP inspection

Answer: C,D

Explanation:
Agent-less + DLP controls data exfiltration on BYOD, and segmentation with TIS reduces lateral threat spread.

NEW QUESTION # 56 
Which two Time-Based Access scenarios are natively supported?

A. Shift-based user access windows
B. Calendar-triggered Policy exemptions
C. Sun-set-sun-rise geofence rules
D. Per-session NAT port rotation

Answer: A,B

Explanation:
Policies can use time schedules; NAT port rotation is unrelated.

NEW QUESTION # 57 
What attribute found in a SAML assertion is used by ZTNA Policies to apply group-based decisions?

A. InResponseTo reference ID
B. memberOf or equivalent custom group claim
C. Audience value of the assertion
D. NotBefore timestamp

Answer: B

Explanation:
Group claims map users to Policy collections; other attributes serve protocol mechanics.

NEW QUESTION # 58 
Selecting "Notify admins on 90% bandwidth utilization" helps prevent:

A. Connector saturation before user impact occurs
B. Audit trail truncation errors
C. Policy edit conflicts
D. DLP fingerprint clashes

Answer: A

Explanation:
Early notice allows scaling actions.
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