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HM #31
When the domain keys identified mail (DKIM) feature is used, where is the public key stored?

A. The public key is stored in the local FortiMail flash memory

B. The public key is stored ina DNS server as a PTR record

C. The public key is distributed during the SMTP session establishment
D. The public key is stored ina DNS server as a TXT record

Ef#: D

fERL:
DKIM uses a public key published n DNS as a TXT record so receiving servers can verify message signatures.

B #32
Refer to the exhibit, which shows an inbound recipient policy.
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Inbound Recipient Policy

Status O

Domain > -
Comment

Recipient Pattern

F#ﬁﬁﬂnﬁrwilfxa@_. : | v |

@ example.com

Profiles

& Authentication and Access

Authentication type ' LDAP -
Authentication profile | ExampleLDAP v
Allow SMTP authentication ®©

After creating the policy shown in the exhibit, an administrator discovers that clients can send unauthenticated emails using SMTP.
‘What must the administrator do to enforce authentication?

A. Configure an access receive rule toverifyauthentication status.
B. Configure a matching IP policy with the exclusive flag enabled.
C. Configure an access delivery rule to enforce authentication.

D. Move this incoming recipient policy to the top of the list.

Ef#: A

A #33
When deploying FortiMail in transparent mode, which of the following statements are true?
(Select all that apply.)

A. Email attachiments are automatically encrypted

B. FortiMail acts as an intermediary for email traffic

C. Transparent mode is suitable for organizations with complex email infrastructures
D. FortiMail's finctions are hidden from the email server

E. Transparent mode requires changes to the mail server's IP address

Ef#: B. D



R -
In transparent mode, FortiMail sits invisibly in the mail flow and does not require [P address changes on the mail server.

HH #34

While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using policy ID
12:0:SYSTEM.

What are two possible reasons why the third policy ID value is 0? (Choose two.)

A. There are no access delivery rules configured for outbound email.
B. Outbound email is being rejected.

C. IP policy ID 2 has the exclusive flag set.

D. There are no outgoing recipient policies configured.

_EE%: C\ D

R -

There are no outgoing recipient policies configured.

A'"0" in the recipient-policy slot means FortiMail didn't find any matching recipient policy for outbound mail, which happens if none
are defined.

IP policy ID 2 has the exclusive flag set.

With "Take precedence over recipient based policy match” enabled on IP policy 2, FortiMail skips recipient-policy lookup and
leaves that slot at 0.

B #35
Which two antispam techniques query FortiGuard for rating information? (Choose two.)

¢ A IP reputation
e B. URL filter

e C.DNSBL

e D.SURBL

IEf#: A. B

fiR .-
URL filter: Queries FortiGuard's constantly updated web-rating database to check URLs in messages.
IP reputation: Uses FortiGuard's reputation service to look up sender IP addresses.
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