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choose the most typical questions and answers which seize the focus and important information and the questions and answers are
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You are investigating a suspicious activity alert raised by EDR for a key endpoint within your organization. The alert shows a
sequence of unknown processes, unexpected network connections, and unauthorized registry changes.

As the assigned security analyst, what actions should you perform using the EDR tools in ICDm to thoroughly investigate and
respond? (Choose three)

A. Use the Endpoint Activity Recorder to map the timeline of suspicious events
B. Restart the endpoint and disable further recording

C. Move the endpoint to the marketing department's VLAN

D. Submit all involved files for malware analysis using File Submission

E. Launch LiveShell to examine running processes and kill any malicious tasks

Answer: A,D,E

NEW QUESTION # 74
What value does LiveShell bring to the EDR ncident response process in ICDm?

A. Tt facilitates real-time remote access for investigative commands
B. It performs automatic policy reconciliation

C. It allows the quarantine of all connected network devices

D. It helps in rolling back OS updates on compromised machines

Answer: A

NEW QUESTION # 75
What are two recommended practices before fully switching policy management from SEPM to ICDm? (Choose two)

A. Revoke client certificates from all SEPM-managed endpoints
B. Uninstall SEPM services to prevent duplication

C. Evaluate policy differences using test groups

D. Monitor ICDm policy effects in audit reports

Answer: C,D

NEW QUESTION # 76
‘What happens to SEPM-managed endpoints after successful integration with [CDm in a hybrid environment?

A. They stop receiving policy updates until manually reassigned

B. They can be co-managed by both SEPM and ICDm temporarily
C. They must be reinstalled with new agent packages

D. They are removed from SEPM and fully managed by [CDm

Answer: B

NEW QUESTION # 77
‘What step should be taken after EDR identifies and quarantines a suspicious file on an endpoint?

A. Forward the file to endpoint users for verification

B. Disable the policy group for that endpoint

C. Reboot the endpoint to finalize quarantine

D. Submit the file for detailed threat analysis to verify classification

Answer: D

NEW QUESTION # 78
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