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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q40-
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NEW QUESTION # 40 
Refer to the exhibit. You are troubleshooting a FortiGate HA floating IP issue with Microsoft Azure. After the failover, the new
primary device does not have the previous primary device floating IP address.
What could be the possible issue with this scenario?
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A. The Azure service principal account must have a contributor role.
B. FortiGate port4 does not have internet access.
C. The error is caused by credential time expiration.
D. A wrong client secret credential is used.

Answer: A

Explanation:
The debug output shows an AuthorizationFailed (403) error when FortiGate tries to update the Azure public IP. This indicates the
Azure service principal account used by FortiGate does not have sufficient permissions. To manage floating IPs in HA, the service
principal must be assigned at least the Contributor role on the subscription or resource group.

NEW QUESTION # 41 
Your administrator instructed you to deploy an Azure vWAN solution to create a connection between the main company site and
branch sites to the other company VNETs.
What is the best connection solution available between your company headquarters, branch sites, and the Azure vWAN hub?

A. An L2TP connection
B. ExpressRoute
C. SSL VPN connections
D. GRE tunnels

Answer: B

Explanation:
The best solution for connecting headquarters, branch sites, and Azure vWAN hubs is ExpressRoute, as it provides a private,
reliable, and high-bandwidth connection directly into Azure, unlike VPN-based solutions such as L2TP, GRE, or SSL VPN.

NEW QUESTION # 42 
The cloud administration team is reviewing an AWS deployment that was done using CloudFormation.
The deployment includes six FortiGate instances that required custom configuration changes after being deployed. The team notices
that unwanted traffic is reaching some of the FortiGate instances because the template is missing a security group.
To resolve this issue, the team decides to update the JSON template with the missing security group and then apply the updated



template directly, without using a change set.
What is the result of following this approach?

A. If new FortiGate instances are deployed later, they will include the updated changes.
B. CloudFormation rejects the update and warns that a new full stack is required.
C. The update is applied, and the security group is added to all instances without interruption.
D. Some of the FortiGate instances may be deleted and replaced with new copies.

Answer: D

NEW QUESTION # 43 
You need a solution to safeguard public cloud-hosted web applications from the OWASP Top 10 vulnerabilities. The solution must
support the same region in which your applications reside, with minimum traffic cost.
Which solution meets the requirements?

A. Use FortiWeb
B. Use FortiADC
C. Use FortiCNP
D. Use FortiGate

Answer: A

Explanation:
FortiWeb is a Web Application Firewall (WAF) designed to protect cloud-hosted applications against the OWASP Top 10
vulnerabilities. Deploying FortiWeb in the same region as the applications minimizes latency and traffic costs while ensuring
application-layer security.

NEW QUESTION # 44 
An organization is deploying FortiDevSec to enhance security for containerized applications, and they need to ensure containers are
monitored for suspicious behavior at runtime. Which FortiDevSec feature is best for detecting runtime threats?

A. FortiDevSec Container Scanner
B. FortiDevSec Dynamic Application Security Testing (DAST)
C. FortiDevSec Software Composition Analysis (SCA)
D. FortiDevSec Static Application Security Testing (SAST)

Answer: A

Explanation:
The FortiDevSec container scanner monitors containerized applications at runtime to detect suspicious behavior, vulnerabilities, and
misconfigurations. This feature is specifically designed for securing container environments beyond build-time checks like SAST,
DAST, or SCA.

NEW QUESTION # 45
......
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job market.
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